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The technical and cyber progress of maritime 
industries and its operations has evolved into 
a key element, boosting productivity, 
efficiency, and safety. The marine industry 
has been significantly impacted by the 
ongoing advancement of satellite 
communication and data providers. 
Information is often sent between ships and 
ports, businesses, and agents. Cyber attacks 
are becoming more likely due to the 
utilization of this technology, network, and 
cyber design. According to a Global 
Maritime Issue monitor survey, for the next 
ten years, cyber-attacks and data theft rank 
fifth in terms of their impact in the maritime 
sector, while in terms of likelihood of an 
issue and disaster preparedness, cyber-attack 
and data theft rank third. 

According to a Global Maritime Issue 
monitor survey,1 for the next ten years, cyber-
attacks and data theft rank fifth in terms of 
their impact in the maritime sector, while in 
terms of likelihood of an issue and disaster 
preparedness, cyber-attack and data theft 
rank third.2 

Cyber security threats have the potential to 
endanger lives, damage the environment, 
cause economic losses, and seriously impede 
the flow of marine trade. The International 
Maritime Organization (IMO) acknowledges 
cyber attacks as a concern in the maritime 
sector and has recommended a legislative 
framework to manage cyber security risks in 

light of the damaging effects of cyber attacks 
on international trade. 

Which entities should be held 
blameworthy for such cyber attacks? 

Strategies made to safeguard networks and 
digital assets aboard ships, at terminals, at 
ports, and in machinery supporting marine 
operations have been referred to as 
"maritime cyber security.3 

Denial of service (DOS) assaults, automated 
malicious software delivery via the internet, 
and unauthorised remote intrusions into a 
computer system are the three main 
categories into which cyber-attacks fall 
(hacking).4 The first kind makes use of 
malware, which can be either a virus or a 
worm. Malware often enters a computer 
system via email or when a user accesses a 
website that has been compromised. A single 
computer launches a DOS attack, which 
floods the target system with requests until it 
is unable to respond appropriately, 
preventing people from accessing or using 
the system or site. Hacking is the process of 
getting unauthorized access to a computer 
system or a collection of computer systems. 
Typically, this is done by breaking system 
passwords. 

Outsiders and insiders are the two primary 
groups into which cybercriminals fall. 
Hacktivists, state-sponsored organisations, 
criminal gangs, and terrorist groups are 
examples of outsiders. Insiders include 
espionage enthusiasts and unhappy workers. 
The third type consists of criminal 
organisations or gangs that conduct 
cyberattacks against linked systems and 
networks. Their goal is to engage in criminal 
activity, with a particular emphasis on 
deceptive schemes, extortion, or the theft of 
intellectual property. These organisations 
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mostly have financial motivations. Finally, 
terrorist groups target nations and businesses 
for ideological, religious, or political reasons, 
such as to access sensitive information, 
transmit malware, or disrupt the operating 
system. 

Vulnerabilities in marine infrastructure's 
cyber defences 

The following are a few instances of marine 
infrastructure that is susceptible to cyber-
attacks:- 

1. Threat to Ports 

Because ports are essential to marine 
operations, digitalization has long been 
included into port operations. The marine 
supply chain might be negatively impacted 
by cyberattacks on ports, which is regrettably 
why this digitalization has become such a 
serious threat. 

2. Cyberattacks that target vessels 

As part of marine operational technology, 
several navigational aids are used (OT). GPS 
is crucial for effective navigation and 
maintaining maritime safety. However, if the 
hackers are successful in using strategies like 
spoofing and jamming, the system would fall 
down.  

3. The threat to Maritime Industries  

Maritime firms are impacted by cyberattacks. 
The largest shipping company in the world, 
A.P. Moller-Maersk, was one of the several 
worldwide businesses that experienced 
damage from the NotPetya ransomware 
attack on June 27, 2017. All Maersk business 
units were impacted by this malware. To 
limit the cyber problem, the organisation was 
compelled to shut down all systems.5 

 IMO framework for cybersecurity 

There are four levels of the IMO's maritime 
cybersecurity milestones which are as 
follows. First, the MSC endorsed a Canadian 
and American proposal in November 2014 to 
create optional guidelines for maritime 
cybersecurity procedures. At its ninety sixth 
session, the MSC approved the "Interim 
Guidelines on Maritime Cyber Risk 
Management" (MSC.1/Circ.1526), which 
made suggestions for defending ships against 
pervasive cyberthreats, four years later, on 
June 1, 2016. The urgent need to increase 
awareness of cyber risk and vulnerabilities 
was the driving force for the release of these 
interim guidelines. 

After that, on June 2, 2017, the MSC decided 
at its ninety-eighth session that all businesses 
should include cyber risk management in 
their authorised SMS in compliance with the 
functional criteria of the ISM Code 
(MSC.428 (98)). Less than a month later, on 
July 3, 2017, the MSC's ninety eighth session 
accepted the Guidelines (MSC-FAL.1/Cir.3) 
on maritime cyber risk management. The 
voluntary Guidelines replace the interim 
Guidelines found in MSC. 1/Circ. 1526. The 
above-mentioned IMO cybersecurity 
framework is made up of the ISM Code, a 
Resolution, and the following Guidelines. 

A] Resolution MSC.428(98) and ISM Code 

The MSC approved IMO Resolution 
MSC.428(98) on June 16, 2020. This 
Resolution increased the IMO's cybersecurity 
measures' degree of authority. The following 
statements are made in the Resolution about 
cyber risk management: 

1. The marine sector needs to be more aware 
of cyber risk issues. 

2. The urgent necessity for stakeholders to 
protect ships from contemporary cyber 
dangers. 
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3. With regard to the "Guidelines on maritime 
cyber risk management," which offer high-
level advice for managing maritime cyber 
risk. 

4. Reminds everyone of the ISM Code's 
purpose and exhorts all marine organisations 
to make sure that cyber hazards are properly 
addressed in Safety Management Systems 
before the first annual verification (1 January 
2021) of the Document of Compliance of a 
Company. 

Companies are encouraged to consider and 
include cyber risk management in their 
Safety Management System by Resolution 
MSC.428(98). The ISM Code is a binding 
international regulation that establishes 
guidelines for ship management, ship 
operation, and pollution avoidance. The Code 
creates a comprehensive framework for 
handling operational risks with the intention 
of upholding strict safety and environmental 
protection requirements. 

The ISM Code was created in the 1980s, a 
time of growing concern over subpar 
management practises in the maritime 
industry. The International Ship and Marine 
Equipment Code (ISM Code) is a key 
component of Chapter IX of the 1974 
Convention for the Safety of Life at Sea 
(SOLAS), an international maritime 
convention that lays out the minimal safety 
requirements for construction, equipment, 
and commerce ships. 

The seventh paragraph of Resolution 
MSC.428(98) states that an authorised SMS 
cyber risk management must take the ISM 
Code's objectives and functional components 
into account. Here, goal-based regulation has 
been embraced as the strategy. The following 
inquiries are then required: "What is the ISM 

Code's purpose?" What is SMS, and what are 
the prerequisites for using it? 

The ISM Code states that its goals are to 
"guarantee safety at sea, avoid human harm 
or loss of life, and prevent damage to the 
environment, notably the marine 
environment" in No. 1.2.1 of the Code. The 
"Company" that the ISM Code regulates is 
defined as "the owner of a ship or any 
organisation or person who has accepted 
responsibility for the operation of the ship" 
under clause No. 1.1.2. 

The SMS of the shipping business shall 
provide safety and environmental protection 
by compliance with international and flag 
administration standards, classification 
society criteria, or marine industry 
organisation requirements, states No. 1.2.3 of 
the Code. In this context, businesses may 
discover that the optional IMO MSC-
FAL.1/Circ.3 Guidelines still offer practical 
methods for evaluating risks and putting risk 
mitigation measures in place. 

Similar to how individuals may find 
guidelines published by reputable 
organisations and non-governmental 
organisations useful, businesses are urged to 
use the Guidelines while creating their SMS. 
According to the definition of the SMS in the 
ISM Code, it is a "organised and recorded 
system enabling corporate staff to 
successfully implement the company safety 
and environmental protection strategy." 

The following functional specifications have 
to be included in the SMS: 

1. A safety and environmental protection 
policy; 2. Directions and guidelines to 
maintain ship safety and environmental 
protection in accordance with pertinent 
international and flag state laws; 
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3. established channels of communication 
and authority between shoreside and 
shipboard employees; 

4. The processes for reporting mishaps and 
violations of the Code's rules; 

5. Emergency preparedness and response 
protocols, as well as internal audit and 
management review protocols. 

B] MSC-Fal.1/Circ.3 guidelines 

The MSC-FAL.1/Circ.3 Guidelines suggest 
that, while acknowledging that no two 
maritime enterprises are similar, the best 
practises of cyber risk management be 
included into a company's risk management 
framework. By recommending stakeholders 
to consult applicable international and 
industry standards as well as the needs of 
particular member governments and flag 
administrations, it also promotes a 
comprehensive approach to managing cyber 
risk. 

The Guidelines also make reference to other 
standards that might provide a business with 
cyber risk management advice. These 
requirements are likewise of a non-binding 
nature. Additionally, these guidelines offer a 
risk-based strategy for identifying and 
resolving cyber risk problems. The five 
components of the IMO MSC-FAL.1/Circ.3 
Guidelines are identify, protect, detect, 
respond, and recover. These components are 
also listed in the NIST framework. Because 
the functional aspects in the IMO Guidelines 
are identical to those in the NIST 
cybersecurity framework, according to 
Bobyx83, the IMO MSC-FAL.1/ Circ.3 
Guidelines are constructed on this 
framework. 

Effect of the IMO framework and MSC-
Fal.1/Circ.3 directives on the law 

States are required under UNCLOS to follow 
and uphold widely recognised international 
norms, sometimes referred to as customary 
international law. Sohn asserts that 
customary international law is updated in a 
variety of ways. One is when a global 
agreement includes norms that are usually 
recognised as binding on all states or when a 
global agreement declares norms that are 
generally recognised as binding on all states. 
It has been suggested that the UNCLOS' 
implicit reference to IMO as a "competent 
international organisation" and the obligation 
for nations to adhere to and respect 
universally recognised international 
standards and laws are the origin of the 
validity of IMO instruments. 

Therefore, it might be claimed that UNCLOS 
serves as the legal foundation for the IMO 
Guidelines on Maritime Cyber Risk 
Management and that UNCLOS has been 
amended to include the IMO and its 
instruments. It is possible to classify the IMO 
Guidelines and Resolution as international 
non-law. An international document that 
resembles a formal treaty in some ways but 
does not meet all of its legal standards is 
referred to as soft law. 

A norm is established when the majority of 
industry participants follow the IMO 
circulars, guidelines, and resolutions. The 
reason for this is that it is clear that "the 
accumulation of repeated resolves can 
typically contribute to the establishment of 
such a new broad customary norm." Industry 
players have a means to be proactive, always 
get better, and stay one step ahead of the 
competition thanks to soft legislation. 
Utilizing modern technology and enhancing 
safety are two ways to do this. Maritime 
enterprises may demonstrate that they value 
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safety by adhering to the IMO Guidelines on 
Cyber Risk Management. 

Shortcomings in the IMO’s framework 

1. Out-of-date laws and lack of 
consistency 

The execution of the demands included in 
the IMO's regulatory framework on cyber 
risk management has been notably 
inconsistent. The IMO's strategy on cyber 
risk management requires the 
collaboration of national and regional 
entities. Some national institutions 
prioritise the International Ship and Port 
Facility Security Code (ISPS) provisions 
over the ISM Code's cyber risk 
management guidelines through their 
port authority. 

2. Inadequate crew training 

Many crew members are unaware of the 
fundamental cybersecurity standards or 
how to identify and counter attacks. It is 
hard to train personnel or take 
precautions to preserve assets without 
this basic understanding, according to the 
statement. 

3. Sanctions 

The potential liability that might result 
from a company's failure to follow the 
IMO Framework is another point of 
contention. 

4. The IMO framework seems to be 
heavily vessel-oriented  

 

Conclusion – 

The IMO was forced to respond to the recent 
wave of cyberattacks by developing a 

strategy for managing cyber risk. Because the 
IMO framework began as voluntary, 
eventually included an ISM Code feature, 
and may yet evolve further, it might be 
defined as preliminary and dynamic. 

The marine industry cannot afford to be 
complacent about cyber defence since 
cybersecurity is so crucial to the sector. 
Although achieving complete cyber 
resilience is neither feasible nor possible, the 
sector may nonetheless do more to strengthen 
its cyber defences. The maritime sector 
continues to rely on developing technologies 
like artificial intelligence, autonomous 
systems, and others with the eventual 
objective of deploying ships that can sail the 
seas without a crew. The marine sector must 
make significant investments in cyber 
defence technologies, such as anti-spoofing 
technology among others, in order to 
successfully address the cybersecurity threat. 

The present legal framework for managing 
cyber risk is insufficient. A more robust, all-
encompassing legislative framework is 
required for managing cyber risk in the 
marine industry. The ISM Code has been 
recommended for improvement in this 
article. However, adding a specific cyber 
code to the SOLAS Convention would be the 
best course of action. The study in this article 
makes it evident that the industry's approach 
to cyber risk management is still sloppy and 
may be strengthened. The IMO shouldn't 
hold off until a significant catastrophe 
happens. Cyber risk management should be 
done pro-actively rather than reactively. 

***** 


