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Abstract 
 
Today's socioeconomic activity takes place 
in new areas made possible by pervasive 
digital framework. Various sorts of criminal 
networks evolve as a consequence of 
such changes. They are more universal, have 
a greater dimension, are more complicated, 
responsive, and hard to comprehend. The 
progress of technologies has 
revolutionized crime up to such a level that it 
is now as easily approachable as blinking 
eyes . The same eyes, on the other hand, can 
aid in the investigation of the crime. Forensic 
science is a constantly evolving branch of 
information and training that can be 
extremely beneficial and effective in 
investigations. It is also a weapon comprised 
of multiple notions such as genetics, social 
science, criminal behavioral science, 
DNA analysis, science, fluid interpretation, 
cursive interpretation, and data science, 
among others, that allows for a more effective 
approach of criminal investigation and 
prosecution administration. Science and 
justice make unusual natural allies. They 
have, however, banded with each other to 
guarantee that justice prevails. Investigation 
and adjudication of civil and criminal matters 
are aided by forensic science. Evidence 
discovered in a criminal investigation or 
elsewhere is taken to laboratories and 
analysed using various tools and 

methodologies. Forensics and its various 
divisions enable this type of evidence 
processing. Classic responsive techniques 
predicated on case-by-case criminal justice 
and trial cannot operate in this unfamiliar 
setting any longer. In this paper, we'll look at 
how scientific progress can aid both 
criminology and the criminal justice 
framework in answering analytical concerns. 
This is referred to as "forensic criminology." 
 
Keywords: Forensic Science, Criminal 
Investigation, Digital, Evidence, 
Criminology and Criminal Justice. 

1. Introduction 

While the general masses bifurcated the field 
of Science from Law, both the studies 
converge to assist in civil and criminal 
investigations. The word ‘forensic’ comes 
from the Latin term “Forensis” which means 
forum. ‘Forensic Science’ is the process of 
using scientific methodology to help in 
investigations to dispense justice in the eyes 
of the law. Experts of this fraternity lend their 
hand in analysing the evidences, even so to 
gather evidence when required and back the 
testimony given by witnesses or the parties of 
a case. The bridge between these two 
disciplines developed over time which took 
an unexpected turn to break through the 
norms of a normal criminal or civil 
investigations. 
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Shockingly, the foundation of forensic 
sciences dates back to as old as to the ancient 
civilizations. Basic protocols like ‘Autopsy’ 
has its first instance witnessed during the 
Egyptian civilization1 when the people 
performed in religious ceremonies of death 
during which the internal organs of deceased 
were extracted and examined. One of earliest 
literatures based in China during 13th century 
discussed the use of entomology to reveal the 
cause of death from a murder by studying the 
murder weapon.2 The modern forensic 
criminology soon started to mould into an 
advanced form such as matching evidences in 
rationalized method, fingerprint analysis’ 
major finding during 1880 due to its 
uniqueness etc. Even the rise of forensic 
ballistics can be seen in 1800s when Scotland 
Yard’s Henry H. Goddard connected the dots 
between a bullet to the murder weapon via 
forensic analysis.3 This led to professionals 
encouraging bullet examination with the help 
of microscopes and detecting gunshot 
residues.  

The famous principle, ‘Locard’s Exchange 
Principle’ dispenses the thought that there 
is always a trace of evidence left behind by 
anything and anyone that is present 
during a crime scene which can be 
extracted through the means of forensic 
science in crime scene investigation.4 
Though these methods of forensic science 
have been highly appreciated, like the 
DNA Testing, many have also opposed to 

 
1 Burton, J.L., 2005. A bite into the history of the 
autopsy. Forensic science, medicine, and 
pathology, 1(4), pp.277-284. 
2 Song, C., 1981. The washing away of wrongs: 
forensic medicine in thirteenth-century China (No. 
1). University of Michigan Press. 
3 Sameen, M., Cyber Forensics and Cyber Crime: A 
multidimensional Study of Techniques and issues. 
4 Mistek, E., Fikiet, M.A., Khandasammy, S.R. and 
Lednev, I.K., 2018. Toward Locard’s exchange 

joining hands with such procedures to 
solve crimes or produce evidences.  

In India, several courts have resisted to 
application of DNA testing despite its 
strong proofing. This is because of the 
possibilities of impeding the right to 
privacy which is inherent within Article 21 
of the Indian Constitution. Application of 
forensic science for criminal investigation 
and trial has faced a setback and the 
limitation of the law in India, putting up 
questions with regards to its veracity, 
feasibility and to what extent it can be 
applied. According to Article 20(3) of the 
Indian Constitution, no person who is 
accused of an offence shall be compelled to 
be a witness against himself. It guarantees 
the right against self-incrimination and 
protects the persons against testimonials 
compelled over them which may 
incriminate him or her against 
themselves.5  

The Supreme Court of India had put a ban 
on the “Virginity Test” also called as the 
Two-finger test in Lilu @ Rajesh & Anr v. 
State of Haryana 6 which was used to check 
the victim’s activeness in sexual activities by 
inserting two fingers into the vagina of the 
female victim and observe the vaginal muscle 
laxity. This forensic test was conducted on 
the victims without their consent or when 
they were unable to give their consent. 
Objections were raised regarding this 

principle: Recent developments in forensic trace 
evidence analysis. Analytical chemistry, 91(1), 
pp.637-654. 
5 Shali, S.K., 2018. Applicability of Forensic Science 
in Criminal Justice System in India With Special 
Emphasis on Crime Scene Investigation. Medico-
Legal Desire Media and Publications, Medico-Legal 
Reporter, Inaugural Issue. 
6 Lilu @ Rajesh and Anr v. State of Haryana, (2013) 
14 SCC 643   
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controversial practice as it violated the 
victim’s right to privacy and her dignity. 
After the ban, the issue of using this illegal 
procedure has resurfaced recently in 
September, 2021 in a case7 in which a woman 
at the Indian Air Force College in Redfields, 
Coimbatore was raped by a flight lieutenant. 
The survivor was subjected to the two-finger 
test during her medical examination despite a 
stringent ban on this illegal forensic practice. 

In Selvi & Ors v. State of Karnataka & 
Anr 8, the Supreme Court of India had 
raised its doubt in the legitimacy of 
administration of certain forensic 
techniques in assisting investigations but 
of involuntary nature. Usage of narco-
analysis, brain-mapping, FMRI and 
polygraph test were rendered as 
unconstitutional as it infringed the right to 
privacy and right safeguarded under 
Article 20(3) of an individual in question.  
The Hon’ble bench held that polygraph 
tests and brain-mapping were indecisive 
and their compulsory usage would be 
unconstitutional. It has been suggested by 
the courts that forensic crime investigation 
should be taken as a last resort after using 
the traditional methods of investigation. 

2. How Forensic Criminology Works in 
Crime Investigation 

One of the most crucial components of any 
criminal probe is forensic criminology, 
which can help investigators accomplish 
anything including definitively recognizing a 

 
7 https://www.indiatoday.in/india/story/blackmail-
two-finger-rape-test-woman-iaf-officer-in-fir-
1859055-2021-09-30 
8 Selvi & Ors v. State of Karnataka & Anr, AIR 2010 
SC 1974 
9 Jaishankar, K., 2010. The Future of Cyber 
Criminology: Challenges and 

culprit to pinpoint when and how a crime 
happened.9 As per the National Institute of 
Justice, forensic criminology is a 
treatment of scientific to legal issues, and it 
can be used to compare DNA to a specific 
person, decipher bloodstain patterns, and 
figure out what an unexplained substance is 
made of.10 Investigators can use criminology 
to assess material proof and build confidence 
in nearly every action they take in a criminal 
investigation. A forensics study's findings 
can also be used in a criminal court to 
assist evidence allowed in prosecution. 

Forensic Criminology is incredibly precise, 
and if they can verify that you were at the site 
of the incident or were involved in any 
manner with unlawful conduct, you could be 
sentenced to prison for a long time. 

In crime scene investigation, there are three 
fundamental factors of forensic criminology: 

2.1 Principle of Individuality 

In the domain of finger prints, the 
individuality concept has proven to be 
extremely effective. In this area, a significant 
chunk of study was conducted. There are no 
twin prints that are alike in the universe. 
Despite the fact that millions of fingerprints 
have been examined under magnification, no 
two are same. Fingerprints from the same 
hand do not have the same characteristics.11 
This concept is critical in the field of forensic 
criminology. This notion is supported by 
every element and minute nuance. 

Opportunities1. International Journal of Cyber 
Criminology, 4(1/2), p.26. 
10 Feucht, T., 2021. The National Institute of Justice 
(NIJ). The Encyclopedia of Research Methods in 
Criminology and Criminal Justice, 2, pp.800-803. 
11 Champod, C. and Evett, I.W., 2001. A probabilistic 
approach to fingerprint evidence. Journal of Forensic 
Identification, 51(2), p.101. 
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“Every substance, biological or constructed, 
has a distinct identity that cannot be copied in 
any other artefact; neither environment nor 
humans can imitate themselves.”12 

The principle of individuality is comparable 
to a microeconomics theory in that there are 
scarce funds with diverse business options, 
yet each bit of a substance may only be 
utilized to make one distinct product.13 For 
Example, A chair or a tabletop can be made 
from a single chunk of hardwood. Both, 
however, cannot be made from the same 
chunk of hardwood. As a result, the products 
made in a smith's factory will have a distinct 
personality.14 

If a ‘blade' is used as an object to commit 
murder, this particular blade will be distinct 
from others in terms of contour structure, the 
type of material utilized in its fabrication, and 
the degree of edge it exhibits. This blade 
should be linked to the culprit in some 
capacity, and it is the investigator gathering 
evidence's responsibility to gather all of the 
material.15 

2.2 Principle of Exchange 

Locard's Principle of Exchange states 
whenever a criminal exits from scene of the 
crime, he tends to leave behind a residual, 
knowingly or unknowingly, that will treat as 
proof against him, generally as verifiable 

 
12 Rawson, R.D., Ommen, R.K., Kinard, G., Johnson, 
J. and Yfantis, A., 1984. Statistical evidence for the 
individuality of the human dentition. Journal of 
Forensic Science, 29(1), pp.245-253. 
13 Kaye, D.H., 2009. Probability, individualization, 
and uniqueness in forensic science evidence-listening 
to the academies. Brook. L. Rev., 75, p.1163. 
14 Crispino, F., Ribaux, O., Houck, M. and Margot, 
P., 2011. Forensic science–A true 
science?. Australian Journal of Forensic 
Sciences, 43(2-3), pp.157-176. 

evidence, and that it cannot be managed to 
escape, leading to the assertion that every 
interaction by a criminal leaves behind a 
residual that will be examined by the forensic 
branch and the crime scene investigator.16  
The forensic branch also assists in the linking 
of offenses that have identical residue left by 
the culprit or if they believe it is linked to 
another offense, allowing them to better 
understand the suspect's characteristics and 
narrow down the possibilities, making it 
simpler to discover the culprit. This makes it 
difficult for the lawyer to gather evidence in 
order to discover the proper culprit and for 
the court to prosecute him and uphold 
fairness. As a result of the Locard concept, 
the forensic branch was created to aid in the 
triumph of justice in society, and it 
still continues to contribute significantly in 
identifying the appropriate culprits.17  

2.2.1 Trace Evidence 

Evidence collected is something that a culprit 
leaves behind and that officials must find. 
Evidence collected can take many forms, 
including hair, fingerprints, glass, and other 
spontaneous fragments of material such as 
soil. Hair or fingerprints are frequent material 
that can be recovered in a criminal 
investigation, and if the culprit is 
sufficiently attentive, the evidence collected 
should be there someplace, and no one can 

15 Roux, C., Crispino, F. and Ribaux, O., 2012. From 
forensics to forensic science. Current Issues in 
Criminal Justice, 24(1), pp.7-24. 
16 Mistek, E., Fikiet, M.A., Khandasammy, S.R. and 
Lednev, I.K., 2018. Toward Locard’s exchange 
principle: Recent developments in forensic trace 
evidence analysis. Analytical chemistry, 91(1), 
pp.637-654. 
17  Horswell, J. and Fowler, C., 2004. Associative 
evidence–the Locard exchange principle. In The 
Practice of Crime Scene Investigation (pp. 77-88). 
CRC Press. 
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avoid it.18 Since all criminals are now 
extremely cautious in what they do, 
criminologists keep breaking their heads to 
find some inkling at site of crime, but as 
per the Locard Theory of Exchange, each 
person tends to leave a vestige, and forensic 
experts must find the cut and the proof, which 
can be potential evidence to aid prosecute the 
culprit. The types of trace evidence span from 
any actual evidence to a strand of hair, and 
the capabilities have developed to the point 
where criminologists may sift the suspected 
based on the evidence collected at the crime 
site in order to identify the culprit.19  

The forensic experts must take a few 
fundamental things from the criminal 
investigation in order to begin the case and 
find the culprit based on the trace evidence. It 
will be easier for the forensic experts if they 
discover comparable or the same forensic 
analysis in two separate crime scenes, and the 
same will assist us to identify the culprit 
based on the forensic evidence. As a result, as 
per this concept, evidence collected plays a 
significant part and is a fundamental for this 
theory to exist, and so are forensic experts.20  

2.3 Principle of Progressive Change 

It has been very well said, transition is 
imminent or unavoidable, the very same 
quote also pertains to things or objects, and a 
specific element varies over time, such as a 
specimen of DNA degrades over time, a 

 
18 Blackledge, R.D. ed., 2007. Forensic analysis on 
the cutting edge: new methods for trace evidence 
analysis. John Wiley & Sons. 
19 Roux, C., Talbot-Wright, B., Robertson, J., 
Crispino, F. and Ribaux, O., 2015. The end of the 
(forensic science) world as we know it? The example 
of trace evidence. Philosophical Transactions of the 
Royal Society B: Biological Sciences, 370(1674), 
p.20140260. 

victim's body begins to decompose over time, 
wheel scars begin to fade over time, etc. If the 
forensic evidence is not handled 
appropriately, the culprit who committed the 
crime may make numerous alterations in the 
crime site over time. All crime site has its 
own enigma21. So that the enigma may be 
unraveled, the crime site must be carefully 
maintained and the evidence gathered must 
be carefully kept. Traced evidences, as well 
as their quantity and quality maintenance, 
play an important part in investigating crimes 
or convicting the culprit. Inability to do so 
may result in the guilty person's 
deportation.22 

Things varies overtime, according to the rule 
or theory of Progressive Change, hence the 
crime site or location where the crime 
occurred also alters or fluctuates. The shift or 
difference in forensic evidence, crime site, 
and so on. is exactly proportionate to the 
changes or difference in duration. In forensic 
criminology, this theory has a huge 
significance.23 

One of the most important aspects of the 
criminal investigation structure is forensic 
criminology. It is primarily concerned with 
the investigation of technical and material 
proof acquired at the crime site. The 
uniqueness (who) of the criminal who 
committed the crime is explained by forensic 
science. The essence (what) of the crime 
committed is explicitly indicated in the proof. 

20 Williams, A., 2014. Forensic criminology. 
Routledge. 
21 Lubogo, I.C., 2021. The Law of Forensics: a proof 
beyond the shadow of doubt. 
22 Ronel, N. and Segev, D., 2014. Positive 
criminology in practice. International journal of 
offender therapy and comparative 
criminology, 58(11), pp.1389-1407. 
23 Petherick, W., Turvey, B.E. and Ferguson, C.E. 
eds., 2009. Forensic criminology. Academic Press. 
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The reasonable suspicion also speaks to the 
incident's timeframe (when). The site of the 
crime (where/crime scene) is established 
through forensic evidence. The criminal's 
technique (how) is also observed throughout 
the forensic inquiry. Lastly, the cause behind 
the conduct is determined.24 

3. DNA Analysis 

The boom of DNA technology has brought 
an enormous amount of positive outcome 
for both civil and criminal investigation as 
it aids the court of law to identify the 
“what, how, when and who?” of the 
criminal act and serve justice in its most 
accurate form. The forensic scientists 
accumulate the DNA present in the crime 
scene and compare it with DNA samples 
collected from the suspects or/and of the 
victim to identify the culprit behind such 
criminal conduct. With the help of DNA 
Profiling, investigators have figured out 
ends of various cases which could have not 
been possible if forensic science hadn’t 
come to play.25  

In Bhabani Prasad Jena v. Convenor 
Secretary, Orissa State Commission for 
Women26, the appropriate conduction of 
Paternity test was questioned and it had to be 
justified as to whether the DNA test of the 
child and the Appellant (putative father) is 
valid. The court looked into the provisions of 
Orissa (State) Commission for Women Act, 
1993 only to conclude that the Commission 
does not hold the authority to pass an order 
for Paternity test. It was held by the Supreme 
Court that in order to serve justice and to 

 
24 Kamdar, S.R. and Pandey, A., 2011. The Scope of 
Artificial Intelligence in Forensic Science. Forensic 
Audit, 46. 
25 Freckelton, I. and Chambers, O.D., 1990. DNA 
profiling: forensic science under the 
microscope. Criminal Law Journal, 14, pp.23-41. 

reveal the truth, it is important to weigh the 
necessity between DNA testing and the Right 
to Privacy associated with the person 
undergoing such test. Where it is observed by 
the court that without DNA analysis, justice 
cannot be dispensed accurately, it is a must to 
undergo the procedure for the ends to meet.  
There should be a balance when it comes to 
imparting justice and the society.  

3.1 Types of DNA Analysis 
 

3.1.1 DNA Phenotyping 

The process of predicting or identifying an 
individual’s physical or biochemical 
characteristics by using the DNA samples 
for genetic information is known as ‘DNA 
Phenotyping’, also called the Molecular 
Photo-fitting. This method of forensic 
science is used in investigations to narrow 
down the list of suspects or to identify the 
person through their body part remains.  

One of the cases in Florida, USA had taken 
assistance of this forensic technology to 
recognize the criminal who sexually 
assaulted a woman in broad daylight. With 
the help of a DNA Phenotype company, 
physical composition of a male suspect was 
obtained through which the assaulter was 
arrested after his voluntary DNA sample 
testing.27 Another case based in South 
Carolina in 2015, the murderer was caught 
and charged in 2017 for murdering a 
woman and her daughter, all with the help 

26 Bhabani Prasad Jena v. Convenor Secretary, Orissa 
State Commission for Women, AIR 2010 SC 2851 
27 Marano, L.A. and Fridman, C., 2019. DNA 
phenotyping: current application in forensic 
science. Research and Reports in Forensic Medical 
Science, 9, pp.1-8. 
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of DNA phenotyping to acquire the 
physical composition.28 

DNA Phenotype technique has brought 
advantage to departments investigating 
the crime scenes as the samples are picked 
from the area of crime and evaluates the 
criminal’s characteristics, safeguarding 
anyone else’s dignity or right from 
unnecessary hindrance. Though, a lot of 
times, it may be possible that a person with 
similar physical features to that of the 
criminal has to be interrogated during the 
investigation. This may lead to harassment 
of such people with similar characteristics 
as they will be seen as a suspect in the eyes 
of the investigating authorities and so, 
their confidentiality and safety should be 
the utmost priority to maintain the 
viability of the investigation and to 
preserve the person’s dignity. 

3.1.2 DNA Fingerprinting 

As it is known, DNA patterns differ from 
one person to another except for identical 
twins. Because of this very reason, the 
forensic technology uses the DNA 
Fingerprinting method to identify 
criminals. The concept of using 
fingerprints to catch culprits was first 
brought to spotlight by Sir William 
Herschel. It not only establishes the criminal 
act of the culprit but also saves the innocent 
if it’s proved that there is no connection 
between the DNA sample acquired from the 
crime scene and the person’s fingerprints.  

 
28 Van Laan, M.C., 2017. The genetic witness: 
forensic DNA phenotyping. Journal of Emerging 
Forensic Sciences Research, 2(2), pp.33-52. 
29 Vishal Yadav v. State of Uttar Pradesh (2014) SCC 
Online Del. 1373 

In the murder case of Nitish Katara29, DNA 
fingerprinting was used to determine the 
body of the deceased whose only identifiable 
body part was one unburnt palm with fingers. 
This helped in matching with the DNA 
profile of the parents of the victim and led to 
the conviction of the accused.  

The infamous case of double murder by a star 
athlete, OJ Simpson of his wife and her friend 
was cracked through the process of DNA 
Fingerprinting with the help of the trail left 
behind by the accused.30  

3.2 Bacterial Signature 

It is also known as ‘Microbial signature’. In 
order to identify a person, it is enough to use 
the epidermal cells shed from the body of the 
person to extract bacterial DNA. These cells 
can be found on almost all the surfaces which 
have come in contact with the individual 
present in the site at some point of time. It 
comes in handy when fingerprints cannot be 
recovered from certain surfaces and a deep 
level of forensic analysis is done to get DNA 
bacterial samples. The use of microbial DNA 
analysis has been observed to be in practice 
in many fields which also include criminal 
investigations.31 This approach is still in its 
developing stage and requires more research 
in order to clarify its veracity. Bacterial 
signature can also be done when a specific 
kind of soil, dust or particles are present on 
an individual’s belongings or clothe leading 
to gather information of this geological 
analysis. 

30 Jasanoff, S., 1998. The eye of everyman: 
Witnessing DNA in the Simpson trial. Social Studies 
of Science, 28(5-6), pp.713-740. 
31 Desmond, A.U., Nicholas, O. and Emmanuel, 
O.O., 2018. Microbial forensics: forensic relevance 
of the individual person’s microbial signature. Int. J. 
Life. Sci. Scienti. Res. eISSN, 2455(1716), p.1716. 
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This often helps in conviction of accused or 
corroborate his or her alibi. It should be kept 
in mind that geological analysis will be viable 
only the characteristics of such soil or dust 
particle is rare to that place.32 Apart from the 
identification and geological analysis of the 
person, this technique determines the 
lifestyle of the person in question and the 
setting they live in. This indicates the 
advancement in the area of forensics and their 
importance for the law enforcements.33 

4. Microfluidics & Explosives 

Microfluidics is the study of the behaviour of 
varies fluids with the help of micro-channels 
and is a forensic technology to analyse micro 
particles such as explosive residues, drugs 
and other molecules, proteins etc. This is one 
of the recent developments in the field of 
forensic science with its never-ending 
expansion of research and advancements. 
Microfluidic chips have come into play in the 
need of hour for detecting the compounds of 
explosive residues in various sites like the 
military bases where such instruments can be 
carried easily. Forensic technology has 
evolved to bring quick solutions to processes 
which may take a lot of time if followed in a 
traditional, physical manner.  

One of the research-based analysis through 
microfluidic chips was done in which a 
mixture of four explosives of TNT, 2,4-DNT, 

 
32 Kuo, J.T., Lee, C.L. and Chung, Y.C., 2020. 
Correlation between characteristics of soil at crime 
scene and on suspect's sole. Maejo International 
Journal of Science and Technology, 14(3), pp.230-
241. 
33https://www.dtnext.in/News/City/2021/03/1404060
4/1280571/Microbial-signature-new-tool-in-law-
enforcements-arsenal.vpf 
34 Hilmi, A. and Luong, J.H., 2000. Electrochemical 
detectors prepared by electroless deposition for 
microfabricated electrophoresis chips. Analytical 
chemistry, 72(19), pp.4677-4682. 

2,6-DNT and 2,3-DNT were detected and 
analysed within 130 seconds. Certain chips of 
such nature can also be reused and even be 
reproduced with the probability of 3% over 
80 days.34 Microchip CE was the first chip 
used for microfluidics demonstrations in 
various researches and so it is more 
developed than other similar instruments and 
has been universal for microfluidic 
methods.35 Since there is wide scope of 
exploration in vision of the researchers with 
respect to microfluidics, it will tend to grow 
more complex and devices with better 
development. 

Variety of explosive compounds are used in 
the making of explosive devices and a great 
concern has been put-forth by the law 
enforcements due to alternate methods used 
by criminals for making Improvised 
Explosive Devices.36 For onsite detection of 
low explosives, the required instruments has 
to be easy to use and not bulky. An alternative 
device for presumptive testing of such 
explosives is the paper-based microfluidic 
devices (μPADs) to determine low and high 
explosives on site. Paper microfluidic 
instruments can detect five or more 
components concurrently.37 This µPAD 
successfully detected metallic components 
present in the low explosives and pyrotechnic 

35 Verpoorte, E., 2002. Microfluidic chips for clinical 
and forensic analysis. Electrophoresis, 23(5), pp.677-
712. 
36 LaFree, G., Dugan, L. and Miller, E., 2014. Putting 
terrorism in context: Lessons from the Global 
Terrorism Database. Routledge. 
37 Peters, K.L., Corbin, I., Kaufman, L.M., Zreibe, K., 
Blanes, L. and McCord, B.R., 2015. Simultaneous 
colorimetric detection of improvised explosive 
compounds using microfluidic paper-based analytical 
devices (μPADs). Analytical methods, 7(1), pp.63-70. 
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devices which was its main goal.38 The 
progression of forensic sciences can be 
significantly observed and how it assists the 
law enforcements to carry out investigations. 

5. Judicial Pronouncements 

Originally, only healthcare practitioners' 
opinions were taken into account by criminal 
justice in some circumstances. The dearth of 
understanding in the domain of criminology 
is the cause behind this. The forensic 
criminology has progressed to a certain level. 
In other circumstances, such as cases of rape, 
forensics have figured out prominently.39 

In the case of Tandoor Murder (1995)40, it 
was the first criminal proceeding in India to 
be investigated using forensics. Sushil 
Sharma (husband) murdered his wife with 
three gunshots in this instance. He killed her 
because he suspected she was having an 
affair with Matloob Karim, a friend and 
colleague congressman.41 Mr. Sharma 
murdered his wife and then burned her body 
in the Bagiya eatery with the assistance of the 
hotel manager, Keshav Kumar. The pistol 
and soaked in blood garments were 
discovered and taken to the crime laboratory 
on Lodhi Road. They then ran a DNA test on 
the murdered wife's parents to ensure that the 
dark spots of blood on the fabric belonged to 
her. According to the laboratory report, "The 
doctor kept a blood sample and traces of 

 
38 Chabaud, K.R., Thomas, J.L., Torres, M.N., 
Oliveira, S. and McCord, B.R., 2018. Simultaneous 
colorimetric detection of metallic salts contained in 
low explosives residue using a microfluidic paper-
based analytical device (µPAD). Forensic 
Chemistry, 9, pp.35-41. 
39 Ambedkar, A.K.B.D.S., Narco-analysis Test: An 
analysis of various Judgements of Indian Judiciary. 
40 State v. Sushil Sharma, 2007 CriLJ 4008. 
41 Maswood, S., 2014. Admissibility of Scientific 
Evidence: Judicial Trends in India. IUP Law 
Review, 4(1). 

blood from dead Naina (wife) during the 
postmortem examination. Nonetheless, 
Naina's death has been verified. According to 
the DNA findings, "Mr. Sushil Sharma was 
convicted after the results proved beyond a 
possible suspicion that the burnt corpse was 
that of Naina Sahni.42 

6. Deception Detection Test (DDT) in 
Forensic Criminology 

Deception Detection Tests, often known as 
DDTs, are technical and psychological tests 
that are designed to track deception or collect 
data. Besides that, DDTs are often used on 
criminals to get a breakthrough in the 
investigation or when a possible testimony is 
unable to collect data. DDTs on criminals 
might have varied results. Narco-Analysis, 
Polygraph Screening, and Brain Mapping are 
examples of DDTs.43 The need of DDTs in 
investigations poses a number of important 
clinical, ethical, and legal issues. As a result, 
the use of DDTs in investigations should not 
be considered an independent occurrence, but 
rather as a linked action and reaction 
occurrence that has ramifications in other 
domains.44 

 

 

 

42 Grover, N. and Tyagi, I., 1910. Development of 
Forensic Science and Criminal Prosecution-
India. Nature, 23(578), p.76. 
43 Masip, J., 2017. Deception detection: State of the 
art and future prospects. Psicothema, 29(2), pp.149-
159. 
44 Park, K.K., Suk, H.W., Hwang, H. and Lee, J.H., 
2013. A functional analysis of deception detection of 
a mock crime using infrared thermal imaging and the 
Concealed Information Test. Frontiers in human 
neuroscience, 7, p.70. 
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6.1 Narco-analysis 
 

6.1.1 Background 

Narco Analysis is a diagnostic and 
psychotherapy procedure that uses 
psychiatric drugs, typically sedatives, to 
generate an oblivion in which cognitive 
components with intense concomitant 
sensations rise to the fore, where they can be 
explored by the psychotherapist.45 Horselley 
coined the term Narco Analysis. Since the 
first documented use of judicial 
narcoanalysis in 1922, the procedure has 
been scrutinised, with unfavourable 
outcomes. Narco Analysis was relatively 
unknown in India until recently. 
Nevertheless, in the last year, it has been in 
the headlines as a major investigation 
approach used by many Indian research 
organisations.46 

6.1.2 How Narco-Analysis is conducted? 

Three grams of Sodium Pentothal or Sodium 
Amytal solubilized in 3000 ml of deionized 
water is used in the Narco-analysis test. Only 
after a thorough physical evaluation of the 
suspect is narco-analysis performed. Only if 
the suspect is observed physically suitable to 
undergo treatment it will be carried out; or 
else, it will not.47 

The practice of providing sedatives or certain 
other pharmacological compounds, most 
commonly Pentothal Sodium, to reduce a 
person's barriers in the hopes of allowing the 

 
45 Horsley, J.S., 1936. Narco-analysis. Journal of 
Mental Science, 82(339), pp.416-422. 
46 Pathak, A. and Srivastava, M., 2011. Narco 
Analysis-A critical appraisal. Indian Journal of 
Forensic Medicine & Toxicology, 5(2). 
47 Umadethan, B., 2008. Medico-Legal Aspects of 
Narco Analysis. NUALS LJ, 2, p.21. 

person to openly communicate facts and 
sentiments is known as a narcotic test. By 
employing his vision, an individual can 
deceive others.48 

The person's defenses are decreased in the 
narco-analysis examination by interacting 
with his neurological mechanism at the 
molecular scale. It becomes more 
challenging for an individual to deceive, and 
his responses will be limited to things he is 
familiar with. The suspect's comments are 
captured on sound - visual tapes, and the 
professional's analysis aids in the gathering 
of material.49 

6.2 Polygraph or Lie-Detector Test 
 

6.2.1 Background 

A whole other significant scientific 
instrument for investigative process is the 
polygraph. Polygraph is also known as 
"psycho-physiological" detection and is 
sometimes referred to as a "lie detector".  It is 
a device that detects and registers biological 
effects of the human body, such as the 
person's hypertension, heart rate, respiratory 
system, and skin temperature, while the 
person is questioned about the offence and 
responds. During questioning, the polygraph 
tests measure all of the natural changes 
caused by the autonomic nervous system.50 
Because serotonergic modifications are more 
than a person's effective control or influence, 
sympathetic nervous system reaction 

48 Joseph, J., 2008. Human Rights Implication of the 
Use of Narco Analysis in Criminal Justice 
Administration in India. NUALS LJ, 2, p.96. 
49 Mishra, P., 2020. Narco-Analysis in Criminal 
Investigation and Trial: A Conspectus. 
50 Subramaniam, K., 2020. A Study on the 
Development of the Admissibility of Polygraph Tests 
in India. Available at SSRN 3733636. 
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transitions happened when the person 
attempts to keep a secret.51  

The concept behind the polygraph 
methodology is that the culprit is afraid of 
being caught lying, thus he or she induces 
anxiety in the individual, which causes 
physical effects that are recorded by 
numerous sensors. The assumption behind a 
polygraph examination is that when someone 
tells a lie, they get uncomfortable and shaky. 
Physical transitions occur in the subject's 
body as a result of this stance.52 

6.2.2 How Polygraph Examination is 
conducted? 

A polygraph examination is a set of cognitive 
examinations. Vital signs, heart rate, 
breathing, muscular motion, and skin 
response (gsr) are all measured during this 
exam. The necessary process will be assessed 
by a professional and competent examiner:53 

1. as an indication of the examiner's 
psychological condition; 

2. examination's physiological 
competence; 

3. Tailored examinations will be 
undertaken to examine 
extremely responsive behaviour; 

4. a regulatory question will be asked to 
test the responsiveness of the test; 

 
51 Sabhapathi, V., 2018. Critical Analysis of Truth 
Serum Test in India. Freedom of Speech, pp.59-65. 
52  Verma, S., 2015. Emerging technologies and their 
applications in the Indian criminal justice system 
with special reference to DNA profiling, narco-
analysis and polygraph test: an appraisal (Doctoral 
dissertation, Aligarh Muslim University). 
53 Tarase, D.G.M., Haveripeth, D.P.D. and 
Ramadurg, D.M., 2013. Scientific and legal 
procedure of polygraph test. J. Bio. Innov, 2(1), 
pp.05-16. 
54 Palmatier, J.J. and Rovner, L., 2015. Credibility 
assessment: Preliminary Process Theory, the 

5. to conduct a comprehensive study of 
gathered information; and 

6. to conduct an initial discussion and a 
full overview of the questions that will 
be asked. 
 

Elements of human physiology are examined 
in polygraph, including as:54 

1. Tracking a Pneumography, 
2. Tracking electrodumal function, and 
3. tracking of the cardiovascular system 

The first is concerned with breathing, the 
next one with skin temperature or resistance, 
and the last with arterial blood and heart rate. 
Sweating occur when an individual wants to 
cover physical changes such as a gain or 
reduction in blood flow, a fluctuation in pulse 
rate, or alteration sin breathing. If the 
individual is telling the truth, the parts that 
are experiencing such physical changes will 
continue to operate normally.55 

6.3 Brain Mapping 
 

6.3.1 Background 

Another useful scientific technique for 
criminal investigations is brain mapping. 
"Late Positive Complex, P3 or P300" is 
another name for brain mapping. It's one of 
the estimated neural candidacies' 
components.56 The culprit is not made 

polygraph process, and construct 
validity. International Journal of 
Psychophysiology, 95(1), pp.3-13. 
55 Mallow, M.S., 2020. THE ADMISSIBILITY OF 
POLYGRAPH TEST AS EVIDENCE. Proceedings 
of SOCIOINT, 2020(7th). 
56 Holla, B., Taylor, P.A., Glen, D.R., Lee, J.A., 
Vaidya, N., Mehta, U.M., Venkatasubramanian, G., 
Pal, P.K., Saini, J., Rao, N.P. and Ahuja, C.K., 2020. 
A series of five population‐specific Indian brain 
templates and atlases spanning ages 6–60 
years. Human brain mapping, 41(18), pp.5164-5175. 
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to answer any questions during this whole 
examination. He is forced to sit in an induced 
prospective recording equipment while being 
exposed to objects related to the crime site or 
hearing audio related to the crime site. Only 
if the individual has been at the crime 
site may the detectors in his brain start 
picking up incident associated possibilities in 
the way of Brain Mapping. Brain Mapping 
has a near-perfect predictive performance.57 

When the mind detects a face or a voice, it 
generates "P30028", a specific 
electromagnetic pulse. Detectors are affixed 
to the individual's forehead in this 
examination, and the individual is placed in 
front of a computerised screen. The receptors 
sense electrical impulses and collect the 
"P300 pulse", which is only created if the 
individual has some association with the 
images and audio presented to him.58 

6.3.2 Procedure to Perform Brain 
Mapping 

When a person is given details pertaining to 
past facts or experience in his mind about a 
certain behaviour or occurrence, p-300 waves 
are produced. Up to 800 milliseconds of 
impetus reaction might also be seen. P-300 is 
an intrinsically positive component with a 
maximum frequency of 300 to 800 
milliseconds in the head's centreline 
undivided portion. Using MERMER, Dr. 
Farewell decided to examine not just the p-

 
57 Cao, J. and Worsley, K.J., 2001. Applications of 
random fields in human brain mapping. In Spatial 
Statistics: Methodological Aspects and 
Applications (pp. 169-182). Springer, New York, 
NY. 
58 Buchgreitz, L., Egsgaard, L.L., Jensen, R., Arendt-
Nielsen, L. and Bendtsen, L., 2008. Abnormal pain 
processing in chronic tension-type headache: a high-
density EEG brain mapping study. Brain, 131(12), 
pp.3232-3238. 

300, but also a low conductive material 
located in the central front portion with an 
average delay of 800 to 1200 milliseconds. 
The central undivided portion of the brain is 
where the brain's recognition response to 
action or occurrences occurs.59  

"The MERMER (Memory and Encoding 
Related Multifaceted 
Electroencephalographic Response)" system 
records the mind's recognition responses to 
action or occurrences. A distinctive head ring 
integrated with sensing devices is placed on 
the scalp to measure "EEG (Electro 
Encephalograph)" from various locations on 
the scalp, and the exam is displayed with a 
sequence of accurate and inaccurate phrases, 
images, indications, Bounds, and other 
impulses, and reactions to the two distinct 
kinds of sensations are quantifiable to 
determine if the important information is 
recognised by the brain or otherwise.60 When 
the brain is presented with sensations that it 
already has stored in its memory, it will 
generate p-300 at a frequency of 300 
milliseconds. The testing does not need to 
respond to questions because such reactions 
are collected EEG signals. The device 
is based on cognitive brain reactions rather 
than feelings. The contrast between a lie-
detector and mental profiling is significant.61 

 

59 Lachaux, J.P., Rudrauf, D. and Kahane, P., 2003. 
Intracranial EEG and human brain mapping. Journal 
of Physiology-Paris, 97(4-6), pp.613-628. 
60 Nair, K.P., 2009. Poly Graph, Brain Mapping and 
Narco Analysis. NUALS LJ, 3, p.33. 
61 Mohamed, F.B., Faro, S.H., Gordon, N.J., Platek, 
S.M., Ahmad, H. and Williams, J.M., 2006. Brain 
mapping of deception and truth telling about an 
ecologically valid situation: functional MR imaging 
and polygraph investigation—initial 
experience. Radiology, 238(2), pp.679-688. 
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6.4 Case Laws in which DDTs has been 
conducted 

These examinations were not previously used 
in India, but they have recently been 
performed on a large number of people.  

6.4.1 Narco-Analysis 
 

1. In the case of, Rojo George v. Deputy 
Superintendent of Police,62 thereby 
permitting the narco-analysis testing to be 
performed The court believes that 
offenders have begun to employ clever 
and advanced ways to perpetrate crimes 
in recent years. As a result, traditional 
methods of inquiry and interrogation of 
offenders will not be effective in solving 
the problem, and technological 
innovations such as polygraph, brain 
mapping, and narcoanalysis will be 
required.63 

 
2. In the case of, Dr. Rajesh Talwar & 

Ors. v. Central Bureau Investigation 
through its director & other,64 also 
popularly known as Arushi Murder Case. 
It was held in this case that, On May 16, 
2008, Arushi, a 14-year-old girl, was 
discovered dead in her house. The police 
department received the information 
from Arushi's parents. In this matter, 
Hemraj, a household helper in Arushi's 
home, was charged of Arushi's murder. 
However, Hemraj's body was discovered 
on the rooftop of Arushi's residence soon 
afterward. Arushi's parents were 

 
62 Rojo George v. Deputy Superintendent of Police, 
2006 (2) KLT 197 
63Pathak, A. and Srivastava, M., 2011. Narco 
Analysis-A critical appraisal. Indian Journal of 
Forensic Medicine & Toxicology, 5(2). 
64 Dr. Rajesh Talwar & Ors. v. Central Bureau 
Investigation through its Director & Other, 2013 (82) 
ACC 303. 

apprehended by the cops. The suspect 
was subjected to a narco-analysis 
examination, a polygraph test, and a brain 
mapping test in this matter. Court heard 
the results of these tests could not be used 
as evidence in trial of court.65 

 
6.4.2 Polygraph 

In the case of, Selvi v. State of Karnataka,66 
the court was posed with a question about the 
usefulness of a polygraph exam. In this 
instance, the court must determine whether or 
not performing a polygraph examination on 
the individual without his or her agreement is 
legally permissible. The Supreme Court 
stated that Article 20(3) preserves a person's 
right to speak or stay quiet, regardless of 
whether later testimony is incriminatory or 
conclusive. Article 20(3)'s major goal is to 
prohibit coercive "transference of intimate 
information pertinent to the facts of the case." 
The results of each of the challenged tests are 
"personal anecdote" in nature and cannot be 
classified as "verifiable evidence." The 
Supreme Court has also established some 
criteria for polygraph tests in this matter. The 
Court went on to say that the suspected 
individual should not be subjected to a 
polygraph examination without his or her 
agreement. It would be an egregious 
infringement of Article 20(3) of the Indian 
Constitution if such an exam was undertaken 

65 Ismail, A. and Mishra, S., 2016. Violence against 
Women Digitized: An Analysis of Times of India 
Online Videos After the Delhi Gang Rape. Online 
Journal of Communication and Media 
Technologies, 6(2), p.158. 
66 Selvi v. State of Karnataka, Criminal Appeal 1267 
of; 2004 2010(7) SCC 263 
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without the agreement of the alleged 
offender.67 

6.4.3 Brain Mapping 

In case of PUCL v. Union of India68, “Brain-
mapping and polygraph do not impinge on a 
person's privacy rights,” the Supreme Court 
has held and fairly concluded. The privacy 
rights was established to safeguard a "private 
area in which person might become and be 
oneself." In addition, Articles 22[1] and 22[2] 
of the Indian constitution give some 
privileges to those detained and kept in 
prison under conventional criminal 
prosecution. The phrase "as early as may be" 
in Art. 22 (1) imply "as soon as is reasonably 
necessary of a given situation."   By 
proposing to provide release to those who 
have been detained, the right to be notified of 
the reasons of detention is not waived.69 

6.5 Judicial Interpretation of Deception 
Detection Tests 

By granting citizens certain freedoms, the 
Constitution and the courts serve as a 
principal Protector of the citizens. In 
addition, the Indian Constitution guarantees 
safeguards to alleged perpetrators in the form 
of fundamental rights such as the right to 
privacy, the right to solitude, the freedom to 
life and liberty, and the right to be free from 

 
67 Bhatia, G., 2018. Privacy and the Criminal Process: 
Selvi v State of Karnataka. Available at SSRN 
3166849. 
68 PUCL v. Union of India, (1997) 1 SCC 301. 
69 Bhandari, V. and Lahiri, K., 2020. The 
Surveillance State: Privacy and Criminal 
Investigation in India: Possible Futures in a Post-
Puttaswamy World. 
70 Bangotra, M., 2016. Use of modern scientific 
deception detection techniques in criminal 
investigation in India: A study from constitutional 
and human rights perspective. Journal of global 
research & analysis, 5, p.55. 

arrest and imprisonment.70 The right to 
silence is also referred as the "right against 
self-incrimination" or "shield against 
evidentiary coercion," and it is a core tenet of 
criminal justice doctrine. The right to refuse 
to testify is predicated on the notion "Nemo 
Tenetur Seipsum Accusare”.71 The concept 
of self-incrimination is enshrined in Article 
20(3) of the Indian Constitution. 

7 Digital Investigations 

The practice of discovering and 
understanding digital evidence is referred to 
as digital forensics. The technique' purpose is 
to protect any data in its most natural state 
while conducting a systematic study by 
gathering, categorizing, and authenticating 
electronic data in order to recreate historical 
occurrences. Forensic evidence is most 
commonly employed in the aspects of data 
use in a criminal court, but it can also be used 
for other situations.72 

7.1 Modus Operandi and Technology 

Generally, modus operandi refers to a 
convict's approach for successfully 
committing the crime. Each Modus Operandi 
will, at a bare minimal, include the 
following three components:73 

1. Ensuring the crime's completion; 
2. Keeping the identification safe; and 

71 Kumar Pandey, P. and Raza, A., 2015. 'Protection 
Against Self-Incrimination'as a Fundamental Right in 
India: A Critical Appraisal. Indian Bar 
Review, 42(4), pp.133-159. 
72 Jaishankar, K., 2007. Cyber criminology: Evolving 
a novel discipline with a new journal. International 
Journal of Cyber Criminology, 1(1), pp.1-6. 
73 Lin, I.L., Yen, Y.S. and Chang, A., 2011, June. A 
study on digital forensics standard operation 
procedure for wireless cybercrime. In 2011 Fifth 
International Conference on Innovative Mobile and 
Internet Services in Ubiquitous Computing (pp. 543-
548). IEEE. 
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3. Enable a timely exit. 

For example, in certain cases, criminal 
conduct can also take the shape of the 
circulation of pornographic content (one cop 
reportedly e-mailed a computerized image of 
his sexual organs to the 17-year-old 
teenager), which can have major legal 
ramifications relying on situational factors.74 

As an illustration, electronics aided criminal 
conduct by offering methods for point of 
encounter between the persons concerned, as 
well as a way of communicating and 
unlawful data distribution between them over 
vast distances. As witnessed, less 
complicated technology and "instant" techno
logy do prevail that have previously 
permitted similar conduct.75 

From the perspective of the offender, the 
connection between the growth of crime 
surveillance technologies in the digital 
forensics and a convict's awareness of them 
is a more reactionary part of the interaction 
between Modus Operandi and technology.76 

7.2 Motive and Technology 

The phrase "motive" emphasises on the 
hysterical, mental, or physical desire that 
drives an activity and is met by it. In practice, 
criminal intent is unaffected by technological 
advancements. That is to imply, the 
behavioural or physical demands that a 
convict's habit of action nurtures and satisfies 

 
74 Turvey, B.E., 2011. Modus operandi, motive, and 
technology. Digital Evidence and Computer Crime, 
E. Casey, Ed. Elsevier, pp.285-304. 
75 Adam, I.Y. and Varol, C., 2020, June. Intelligence 
in Digital Forensics Process. In 2020 8th 
International Symposium on Digital Forensics and 
Security (ISDFS) (pp. 1-6). IEEE. 
76 Shrivastava, G., 2017. Approaches of network 
forensic model for investigation. International 
Journal of Forensic Engineering, 3(3), pp.195-215. 

are often unrelated to current technology. The 
same motivations that currently persist have 
undoubtedly been around across past 
century.77 Furthermore, it may be asserted 
that “incentives (e.g., sexual proclivities) can 
grow as a result of the use of, or identification 
of, different applications with crime acts. 
This outlines how a prevalent behavioural 
incentive paradigm can be extended to 
technology and Internet-related criminal 
conduct in order to truly comprehend these 
challenges.78 

Maybe the right approach to wrap up our look 
at how offenders use and modify digital 
technology is to look at a few studies. The 
technology presented are just a tiny part of 
what a cyberspace thief can use. Only handful 
of several illicit modifications to this 
technology are shown:79 

7.2.1 Computer Virus 

A computer virus is a foreign system that is 
developed to infiltrate a software 
network with the intent of performing one or 
more specific operations without the network 
supervisor's awareness or agreement. A 
malware's performance is calculated by its 
developer. Malwares ' illicit implications in 
the technological space are practically 
limitless. Generally, they are used to acquire, 
transmit, and/or destruct data (Sensitive 
contact details, banking details, and 

77 Kanellis, P. ed., 2006. Digital crime and forensic 
science in cyberspace. IGI Global. 
78 Saxena, N. and Mayank, V., Forensic Hurdles in 
Investigating & Prosecuting Cyber-crime-An 
Overview. The Indian Police Journal, p.96. 
79 Brookman, F., Jones, H., Williams, R. and Fraser, 
J., 2020. Crafting credible homicide narratives: 
forensic technoscience in contemporary criminal 
investigations. Deviant Behavior, pp.1-27. 
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credentials are some samples of digital 
data.)80 

7.2.2 Public E-mail Discussion List 

Anyone can establish and sustain their own 
open e-mail conversation groups or attend 
one of the several open e-mail conversation 
groups accessible on the Web to exchange 
information and insights from their lifestyles. 
They're also a great way to connect and gain 
from individuals who share your preferences 
and interests.81 The subject of an e-mail 
conversation group and the kinds of postings 
provided by members determine the scope of 
the group. Any e-mail conversation group, on 
the other hand, constitutes a large audience 
receptive to specific and numerous data 
transmissions via that group.82 

8 Apprehending Offenders 
 

8.1 Digital Evidence as an Alibi 

The "time and location" are the most crucial 
aspects in an alibi. When someone uses a 
computer system or network, the time and 
location are frequently recorded, resulting in 
forensic data that can be used to corroborate 
or dispute an alibi. Respondents in a number 
of matters, for instance, have asserted to be 
somewhere else at the time of the offence 

 
80 Turvey, B.E., 2011. Modus operandi, motive, and 
technology. Digital Evidence and Computer Crime, 
E. Casey, Ed. Elsevier, pp.285-304. 
81 Turvey, B.E., 2011. Modus operandi, motive, and 
technology. Digital Evidence and Computer Crime, 
E. Casey, Ed. Elsevier, pp.285-304. 
82 Wilson-Kovacs, D., Wyatt, D. and Hauskeller, C., 
2012. “A Faustian bargain?” Public voices on 
forensic DNA technologies and the National DNA 
Database. New Genetics and Society, 31(3), pp.285-
298. 
83 Castiglione, A., Cattaneo, G., De Maio, G., De 
Santis, A., Costabile, G. and Epifani, M., 2012, July. 
The forensic analysis of a false digital alibi. In 2012 

while using a laptop or gaming on a gaming 
platform. The presence or absence of 
operations on gaming devices may assist in 
establishing or disprove their alibi.83 

In case of, People v. Durado, 2001, 
notwithstanding his assertion that he was 
working in Boeing's Long Beach offices 300 
miles away, Jerry Durado was convicted of 
murdering his parents. The only action on his 
laptop at the moment, according to a forensic 
investigation of his office's operations, was 
the outcome of a standard malware sweep.84  

Take into account that laptop timings and IP 
addresses can be changed, enabling a culprit 
to manufacture a false alibi, while coping 
with an alibi associated with forensic data. 
Changing the time or the creation time of a 
document on many systems takes just 
rudimentary computer abilities. Users can 
also configure a system to perform certain 
tasks at a prescribed time, such as delivering 
an e-mail note.85 In several circumstances, 
timing activities is a normal component of the 
computer system that does not involve any 
coding skills. IP addresses can also be 
modified, letting people to appear to be 
linked to a system from a separate place. As 
a result, while investigating an alibi, 
authorities must seek for a connected cyber-

Sixth International Conference on Innovative Mobile 
and Internet Services in Ubiquitous Computing (pp. 
114-121). IEEE. 
84 ExAMPlE, C.A.S.E., 2011. Digital Evidence as 
Alibi. Digital Evidence and Computer Crime: 
Forensic Science, Computers, and the Internet, 
p.323. 
85 Castiglione, A., Cattaneo, G., De Maio, G., De 
Santis, A., Costabile, G. and Epifani, M., 2012, July. 
The forensic analysis of a false digital alibi. In 2012 
Sixth International Conference on Innovative Mobile 
and Internet Services in Ubiquitous Computing (pp. 
114-121). IEEE. 
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trail rather than relying on a single aspect of 
forensic evidence.86 

8.2 Sex Offenders on Internet 

For a plethora of ways, sex offenders are 
drawn to the online platform. The Online 
world offers a substantial quantity of data 
about possible targets, in addition to offering 
offenders with increased accessibility to 
targets by expanding their operations from a 
specified territory to targets all over the 
globe.87 Online dating sites (e.g., Tinder, 
Hinge, etc.) are the most prominent 
instance of the types of sensitive information 
that users share over the Web, such as photos, 
age, and location. Despite the fact that these 
matchmaking services were formed for a 
good reason, they assist a target-rich 
atmosphere that criminals have taken 
advantage of.88 In 2002, "Japan's National 
Police Agency" recorded a huge surge in the 
number of offences associated to Dating apps 
services, involving rape and assault, and that 
most of the offenses were committed using 
cell devices having access to web services. 
Criminals also utilise dating apps to find 
other likeminded people, as well as to acquire 
access to additional targets and child 
pornography.89 

 

 
86 Mylonas, A., Meletiadis, V., Mitrou, L. and 
Gritzalis, D., 2013. Smartphone sensor data as digital 
evidence. Computers & Security, 38, pp.51-75. 
87 Elliott, I.A., Beech, A.R. and Mandeville-Norden, 
R., 2013. The psychological profiles of internet, 
contact, and mixed internet/contact sex 
offenders. Sexual Abuse, 25(1), pp.3-20. 
88 Quayle, E., Vaughan, M. and Taylor, M., 2006. 
Sex offenders, Internet child abuse images and 
emotional avoidance: The importance of 
values. Aggression and violent Behavior, 11(1), pp.1-
11. 

In the case of USDOJ, 2010, Michael 
Speelman, 52, took on the persona of a 16-
year-old teenager starting in 2004. Speelman 
formed a bond with a 15-year-old 
teenager under the pretence of becoming not 
only a woman, but also a homosexual, while 
masquerading as "Lisa Staufferr." This 
deception was utilised by Speelman to obtain 
naked and extremely graphic photos of the 
target.90 

In 2006, Speelman pretended to be Lisa's 
mother and told his cyber target that Lisa had 
attempted suicide. Speelman proceeded to 
connect with the target while claiming to be 
Lisa's mother. In conclusion, Speelman 
confessed to the target that he claimed to be 
Lisa and misled about her demise before 
revealing his true self. The FBI apprehended 
him.91 

8.3 Cyberstalking 

Bizarre obsession on targets is one of the 
most noticeable characteristics of stalker 
behaviour. Stalkers' fixation might lead them 
to perilous limits, making this sort of inquiry 
difficult and possibly hazardous. While 
harassers who use the Web to track down 
targets may try to keep their identity hidden, 
their fascination with the target often forces 

89 Williams, R., Elliott, I.A. and Beech, A.R., 2013. 
Identifying sexual grooming themes used by internet 
sex offenders. Deviant Behavior, 34(2), pp.135-152. 
90 Walsh, R.M. and Bruce, S.E., 2014. Reporting 
decisions after sexual assault: The impact of mental 
health variables. Psychological Trauma: Theory, 
Research, Practice, and Policy, 6(6), p.691. 
91 Van Voorhis, P., Wright, E.M., Salisbury, E. and 
Bauman, A., 2010. Women’s risk factors and their 
contributions to existing risk/needs assessment: The 
current status of a gender-responsive 
supplement. Criminal Justice and Behavior, 37(3), 
pp.261-288. 



SUPREMO AMICUS 

VOLUME 28 | JANUARY, 2022  ISSN 2456-9704 
______________________________________________________________________________ 

_____________________________________________________________________________________ 
PIF 6.242                                                               www.supremoamicus.org 
 

them to reveal their true identity.92 They 
might, for example, comment or do 
something that disclose their connection with 
or awareness of the target, or they may take 
chances that allow authorities to track them 
down and recognize them. Even when 
harassers have been recognized, efforts to 
dissuade them often backfire, enraging them 
and placing sufferers at danger.93 

In case of South Carolina, 2004, for several 
years, James Robert Murphy stalked an ex-
girlfriend called Joelle Ligon on the web. 
Murphy stated in his plea deal that he sent 
abusive e-mail communications to Ligon, 
disseminated misleading information 
regarding her on the Web, and e-mailed 
pornography to her colleagues under the 
guise of Ligon. Murphy eventually admitted 
guilty to cyber harassment Ligon and 
received a five-year probationary period and 
500 hours of community service.94 

Online harassment is similar to traditional 
stalking in that the Web is simply additional 
technique that makes stalking easier. Many 
stalkers, in reality, use the phone and their 
actual location to accomplish their 
objectives. Harassers use the Websites to 
search targets, collect data about them, watch 
them, conceal their identity, and prevent 
being apprehended. Despite the fact that 
stalkers can become fairly good at going 
digital, prosecutors with a profound 
comprehension of the Web and a competent 

 
92 Stephenson, P.R. and Walter, R.D., 2011, June. 
Toward cybercrime assessment: cyberstalking. In 6th 
Annual symposium on information assurance 
(ASIA'11). 
93 Al Mutawa, N., Bryce, J., Franqueira, V.N. and 
Marrington, A., 2016. Forensic investigation of 
cyberstalking cases using Behavioural Evidence 
Analysis. Digital investigation, 16, pp.S96-S103. 

forensic approach can typically figure out 
who a malicious user is.95 

9. Summary of Main Points 
 

1. Forensic Science can be witnessed since 
Ancient civilization and in the 1800s, the 
development of modern forensic 
criminology emerged. 

2. Despite the boons of forensic 
criminology, several setbacks faced such 
as in the Indian courts with respect to 
hindering of right safeguarded by Article 
20(3) of the Indian Constitution. 

3. Three essential principles come into play 
in a crime scene investigation; Principle 
of Individuality, Principle of Exchange 
and Principle of Progressive Change. 

4. DNA profiling assists in criminal 
investigations to determine the ends of a 
crime and serve justice. Several DNA 
Analysis methods like DNA Phenotyping 
and Bacterial Signature can connect the 
dots and elucidate the relevancy of 
forensics science in the field of 
criminology. 

5. Viability of DNA testing to be weighed in 
comparison to rights of an individual 
undergoing forensic test as observed in 
the case of Bhabani Prasad Jena v. 
Convenor Secretary, Orissa State 
Commission for Women and Lilu @ 
Rajesh & Anr v. State of Haryana.  

6. First investigation to use forensics in 
India, Tandoor Murder Case (1995) by 
running a DNA test to establish the 

94 Fissel, E.R., 2021. The reporting and help-seeking 
behaviors of cyberstalking victims. Journal of 
interpersonal violence, 36(11-12), pp.5075-5100. 
95 Ghasem, Z., Frommholz, I. and Maple, C., 2015. 
Machine learning solutions for controlling 
cyberbullying and cyberstalking. J Inf Secur 
Res, 6(2), pp.55-64. 
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connection between the bloodstain 
present on the fabric and the victim’s 
parents, proving the identity of the 
victim. 

7. Advancement in forensics to be 
witnessed with the rise of Microfluidics 
to detect explosives with the help of 
microfluidics chips which are feasible to 
use on-site for investigations. 

8. Use of DDTs like Narco-analysis, 
Polygraph Test and Brain-mapping in 
forensic criminology and landmark 
judgements discussing veracity, 
importance and scope of these tests. 

9. Data protection to preserve its natural 
state with the help of Digital 
investigations to recreate historical 
occurrences. 

10. Establishing relationship of Modus 
Operandi, Motive with Technology like a 
computer virus and a public e-mail 
discussion list. 

11. Digital evidences can link the offenders 
with the crime committed by them 
through their alibi like observed in the 
case of People v. Durado (2001). Cyber-
trail to be followed rather than relying on 
one forensic evidence to avoid failure of 
investigation due to tampering of 
evidences indicating alibi. 

12. Sex offenders over the internet can be 
nabbed through technology as well. 

Cyberstalking being another way of 
convicting criminals with the help of 
digital forensics. 
 

10. Conclusion 
 
In latest years, forensic criminology has 
progressed significantly, particularly in the 
fields of DNA gathering and processing, as 

 
96 Aron, L.R., 1986. The Moscow interlude. Covering 
the Soviet Union for the American elite press: 1970-

well as the recreation of crime sites. Despite 
this, there are far too few specialists who are 
competent of using forensic criminology in 
court cases. Technological advances have 
provided the globe with a valuable and 
accurate instrument for crime prosecution. 
Currently, forensic criminology plays a 
critical part in criminal investigation and 
conviction. The basic tenet of the criminal 
system is to provide justice and fairness to all 
people. Video evidence is undoubtedly more 
vivid than physical investigations. The 
criminal system benefits from digital 
forensics as a source of scientific evidence. 
This is the age of the technology upheaval, 
and this upheaval has culminated in technical 
improvement, which has manifested in a 
quick and dramatic increase in India's crime 
levels. Following that, the need to enhance 
the judicial process arose, prompting the 
creation of forensic criminology to provide 
rational reasons for instances. Lately, digital 
forensics provides scientific proof that is 
required to ensure the culpability or 
guiltlessness of the accused, assisting in the 
delivery of legal judgments. Finally, as 
Wicker of the University of Tennessee 
College of Law puts it, "if and when solid 
evidence is provided that is fairly credible, 
proven ways of revealing untruth are 
accessible, these procedures should be 
swiftly deployed by the legal community."96 

 
11.  Recommendations 

 
The Courts rely on the evidences gathered 
with the help of forensic methodology to a 
great extent for which the technology being 
used has to be credible for efficient catering 
of justice in the society. The forensic experts 
practicing their techniques to serve the 

1980. A study in the sociology of news 
making (Doctoral dissertation, Columbia University). 
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criminal justice system should consider the 
ethical problems associated with it as it will 
be for the worse if a person is deprived of his 
or her right which is the ulterior purpose of 
law – to preserve the rights of citizens of its 
nation. 
 
Since the forensic science techniques are yet 
to grow and undergo constant trials for it to 
be standardized, it has to be kept in mind that 
its feasibility should align with the 
requirements on demand, like improve 
functions, portability, results, easy-to-use. 
 
While referring to forensic evidences, the 
judicial system has to be vigilant of the 
authenticity of such evidences to conduct a 
just and fair trial. Though, the issue has been 
a matter of concern from a long time and 
many changes are taking place, it is still 
significant and the risks looming over 
tampering of evidence or inefficiency are 
persistent. A single blot in investigation can 
impact an entire court proceeding so all these 
fallacies should be rectified. 

 

***** 


