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ABSTRACT 

The evolution of the world has been very 

rapid and with it evolved the internet 

technology and communications at an 

even faster rate. The increasing usage of 

internet has shown both positive and 

negative effects on the world population. 

India as a specific case has been shifting to 

digital forms of governance and a digital 

nation. There are many sectors where the 

government has completely shifted to 

online base. This has made India a hub for 

cybercriminals and cyber frauds. 

 

Purpose: This paper investigates the types 

of cyber-crimes prevailing in India, throws 

light upon some of the major cyber-crimes 

that have happened in recently and 

highlights the key challenges that India 

faces or might face while tackling 

cybercrimes. 

 

Methodology: Exploratory and 

descriptive styles of research were used to 

find answers to the objectives of this 

study. Recent cases were studied from 

daily news articles and social media 

platforms. Secondary data was collected 

from National Crime Records Bureau and 

analyzed using Tableau and Microsoft 

Excel. More secondary data was collected 

from previously published research 

papers, reports, white papers and cases on 

the same topic. 

 

Findings: Recent trends in cybercrimes in 

India with respect to total cybercrimes in 

each state and union territory and the 

motives behind them and the challenges 

that India face in addressing such crimes. 

 

Research Limitations: The study is 

conducted at a particular age of evolution 

of internet. Therefore, findings may vary at 

different stages of evolution of the internet 

and the web. 

 

1. INTRODUCTION 

 

The world witnessed launch of gas bombs 

in World War I, nuclear weapons in World 

War II and expect World War III to be an 

eWar i.e. a war on the cyberspace. A type 

of war where there will be almost no 

physical risk of deploying men and 

weapons but can lead to one of the most 

disastrous outcomes. Without any prior 

declaration of war, a single person sitting 

in his safe space has the capacity to 

destroy a nation at just one click of his 

mouse. 

 

Cyberspace is a synonym for internet. Any 

crime that involves use of computer and 

network is termed as a cybercrime. 

Computer may be used as a device of 

attack or may be the target of the attack. 

Cybercrimes are not constrained by 

geographical locations and can be 

committed without revealing the true 

identity of the criminal. Because of these 

reasons it becomes a difficult task to 

gather evidence and reach conclusions as 

to the identity of the actual criminal and 

the place of his conduct. Internet is one of 

the fastest developing technologies and 

has proved to be both – a boon as well as a 

bane. Throughout the world internet has 

become a necessity for people and a luxury 
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for life. As India is moving towards being 

a completely digital nation under the 

‘Digital India’ paradigm, its dependence 

on the internet has increased 

exponentially. India stands at 2nd position 

in the global ranking of internet users. 

With increase in internet usage 

vulnerability to cyber- attacks and 

cybercrimes has also increased. 

 

2. LITERATURE REVIEW 

 

A study of existing literature reveals that 

there are a number of types of cyber 

crimes and more than one reasons to 

commit these crimes. The first and the 

most important being money. Maass 

(2012) suggests money as the main or the 

big reason for cybercrimes as most of the 

people love money. Some of the other 

major reasons behind cybercrimes 

include vastness of the crime, global 

reach, transient comfort of evidence and 

the advantage of discrimination 

(McAfee, 2011). This section will 

highlight some of the major types of 

cyber crimes that are persistent in India. 

 

Unauthorized Access and Hacking 

 

Unauthorizes access means gaining 

control to someone’s computer system 

without his/her consent. It basically means 

trespassing without permission in order to 

distort data, retrieve files or data, 

manipulation of software etc. Hacking 

refers to illegal gain of computer or 

network in order to intentionally harm the 

system or disrupt the flow of data. Hacking 

is achieved using multiple lines of code 

either pre-written or specifically written 

                                                             
1 http://www.imdb.com/title/tt0373414/ 

with the intent to achieve a particular 

purpose. IMDb (2012), Unauthorized 

Attacks1, filmed in the US, Holland and 

Germany aims to emphasize the various 

personalities behind computer screens. 

Reasons for hacking varies from personal 

gains to monetary gains including theft of 

money, and credit card information. This 

crime is covered under Section 66 of the 

Information Technology Act, 2000. 

 

Web Hijacking 

In a web hijacking attack, the owner of the 

website loses control over his website 

unaware of the modifications to his/her 

browser settings. In such an attack, the 

attacker may change the layout of the web 

page, home page, display an error page or 

even deploy his own search engine2. This 

crime is covered under Section 420 of the 

Indian Penal Code. 

 

Phishing 

Phishing attacks are aimed at stealing user 

credentials including passwords, credit 

card numbers and bank details. The prey is 

contacted via emails and messages to lure 

them into providing identifiable 

information. This is one of the easiest 

types of cybercrimes since there is no need 

for direct contact between the attacker and 

the target. Hamid Jahankhani, Ameer Al-

Nemrat, Amin Hosseinian-Far (2014), 

sending bulk emails and messages to 

prospective targets increases the chance of 

someone falling prey to them. This crime 

is covered under Section 499 of the Indian 

Penal Code. 

 

Online Scams 

Online scams are most commonly seen as 

ad postal. The advertisements show 

2 https://en.wikipedia.org/wiki/Browser_hijacking. 

https://en.wikipedia.org/wiki/Browser_hijacking
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product offers that are too good to be true. 

The only motive behind online scams is to 

deceive customers into believing that they 

are buying an authentic product at an 

unbelievable deal. These scams can be 

committed through the ads you see in your 

browser or while visiting certain sites or 

through bulk emails and SMSs. When 

clicked these ads can cause harm to the 

system and leak crucial information. 

According to a report by Symantec 

Intelligence (Symantec, 2012), spam fraud 

levels dropped to 68% of world email 

traffic in 2012. The same report also 

highlights that the cases have been at 

highest 89% in the year 2010. This crime 

is covered under Section 499 and Section 

420 of the Indian Penal Code and Section 

67 of Information Technology Act. 

 

Cyber Bullying 

Cyber bullying (a synonym for 

cyberstalking) is an act of online 

harassment using technology enabled 

devices and a network. It involves 

targeting a victim through emails, 

messages, social media, bully websites, 

harassment calls, etc. It may be done to 

terrorize, harass, torture or disgrace the 

victim. “At least in a physical fight, there’s 

a start and an end, but when the taunts and 

humiliation follow a child into their home, 

it’s ‘torture,’ and it doesn’t stop” (Early, 

2010)3. A lot of cases of cyber bullying are 

seen in the younger generation who exploit 

social media platforms such as WhatsApp, 

Facebook, Twitter and Instagram to target 

their colleagues for crimes they didn’t 

commit. Such harassment sometimes 

leaves an unrepairable damage to the mind 

                                                             
3 EARLY 2010, STOPCYBERBULLYING, 2013; 
http://stopcyberbullying.org/index2.html. 

 

of the victim. Derek Randel4, a 

motivational speaker, says “cyber bullying 

has affected every school in every 

community”. This crime is covered under 

Section 503 and Section 500 of the Indian 

Penal Code. 

 

Identity Theft 

Identity theft involves theft of personal 

information such as SSN, driving license 

number, Aadhaar number, and other such 

information for the purpose of obtaining 

illegal gains most of which are monetary 

gains. Such cyber criminals imitate their 

target’s identity for various purposes such 

as to open new monetary accounts, make 

false medical claims, file tax returns, etc. 

Many cyber criminals use vulnerable 

company’s databases to obtain sensitive 

information while some others use email 

links to update passwords, billing 

information, and deceitful job postings etc. 

A common type of identity theft in India is 

committed with the help of fake customer 

support websites. The ease with which one 

can acquire personal information not only 

drastically widens the space on which 

identity theft can be performed but also 

increases the range of probable victims 

(Finch, 2007; Marshall & Tompsett, 

2005). This crime is covered under Section 

70 and Section 72 of the Information 

Technology Act. 

 

Botnets 

Botnets are a web of large number of 

compromised computer systems 

connected through the internet. Each of 

the devices in the network is running one 

or more bots5. Botnets consist of malicious 

4 Also founder of StoppingSchoolViolence.com 
5 https://en.wikipedia.org/wiki/Botnet . 

http://stopcyberbullying.org/index2.html
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programs and are controlled remotely. 

These can be used to launch a number of 

attacks on the target computer/network 

such as denial of service attack, send spam 

emails to and from the target, gain access 

to target computer, steal data and so on. 

Botnets can also to used to upload 

malware on the target computer or 

network. Botnets have become a crucial 

equipment to cyber crime partially because 

a non-technical person can imitate these 

attacks merely by renting botnet services 

from a cybercriminal (Jeanne Meserve, 

2007)6. Botnets can be designed for 

specific tasks to very effectively disrupt 

the services of the target computer. This 

crime is covered under Section 65, Section 

70 and Section 72 of the Information 

Technology Act. The downfall in software 

industry employments, urge to make 

instant money and poor legislatives laws 

have made India the talent hub for 

international cybercrime. National Crime 

Records Data 20127 reveals a 1033.3% 

jump in cybercrime cases in Kolkata in the 

year 2012. 

 

Objectives of the Study: 

 To study and analyze some of the most 

recent cases of cybercrimes in India. 

 To study recent trends in cybercrimes in 

India. 

 To find out major motives of committing 

cybercrimes in India. 

 To investigate various challenges related 

to cybercrimes in India. 

 

3. RESEARCH METHODOLOGY 

 

The research was conducted using 

                                                             
6 
http://www.cnn.com/2007/US/10/19/cyber.threats/ind

ex.html 

exploratory and descriptive styles of 

research to find answers to the objectives 

of this study. Recent cases were studied 

from daily news articles in Economic 

Times, Times of India, Hindustan Times, 

InShorts and social media platforms such 

as Twitter and Instagram. Secondary data 

was collected from National Crime 

Records Bureau and analyzed using 

Tableau and Microsoft Excel. More 

secondary data was collected from 

previously published research papers, 

reports, white papers and cases on the 

same topic. 

 

4. RECENT CYBERCRIME

 CASES IN INDIA 

 

1. Unacademy Suffers Data Breach 

 

One of the biggest online learning 

platforms in India, Unacademy is a 

Bengaluru based edtech startup that offers 

online courses to crores of students across 

the country. In return it saves huge 

amounts of data from users such as their 

name, age, email id, phone number, and 

financial records such as credit and debit 

card information. Reports suggest that 

hacked data included usernames, email 

ids, hashed passwords, date when the user 

joined and last logged in, first and last 

names, account profile and account status. 

Co- Founder and CTO Hemesh Singh 

confirmed the data breach and ensured that 

no sensitive information such as financial 

records and passwords was leaked because 

of strict encryption algorithms that are 

followed by Unacademy and two- factor 

authentication login system. He also added 

7 www.ncrb.gov.in 
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that only basic information of around 1 

crore users has been leaked. However, 

BleepingComputer, a site to answer 

computer security related questions, 

claimed that hackers have got their hands 

on more than just the user database. 

 

Almost all the companies store data in 

online database servers which makes them 

vulnerable to cyber-attacks and a small 

breach in security can result in loss of data 

of millions of people using their services. 

Section 70 of ITA – Unauthorized access 

to protected system and Section 72 of ITA 

– Breach of confidentiality and privacy 

covers such crimes. 

 

Sectio

n 

Offence Penalty 

70 Securing 

access or 

attemptingto 

secure access 

to a protected 

system 

Imprisonmen

t up to ten 

years and 

possible fine. 

72 For Breach of 

confidentialit

y and privacy 

Imprisonmen

t for a term 

which may 

extend to two 

years, or with 

fine which 

may extend 

to one lakh 

rupees, or 

with both. 

 

Table 1: Offences and Penalty under IT Act 

20008 

 

2. Cyber Crime Cell, Delhi Issues List of 

Potential Malicious Covid-19 Related 

                                                             
8 Information Technology Act 2000, Act No. 21, Acts 

of Parliament, 2000. 

Domains 

 

Thousands of coronavirus related domains 

are launched each day since it is declared 

a pandemic by World Health 

Organization. Out of these, 3 percent were 

found malicious and 5 percent are deemed 

suspicious. Since these are the times of 

high chaos and people cling to anything 

and everything that makes them believe 

that this whole pandemic can go away in 

just a few clicks, hackers and cyber 

criminals are making the most of this 

opportunity. Taking notice of the situation 

Delhi Police Cyber Crime Cell released a 

list of 13 such domains on their Twitter 

handle that are potentially dangerous an 

requested people to be more cautious 

before clicking on these links. DCP did not 

mention the specific harm that these links 

can cause but multiple reports suggest that 

these are aimed at launching phishing 

attacks, distribute malware or lure people 

into giving away their credit and debit card 

information. DCP added that cyber 

fraudsters are also circulating a malware 

link about a so-called coronavirus app like 

Spymax, Corona live 1.1 etc. which, when 

opened, steals confidential data from the 

receiver’s device. Sometimes, cyber 

criminals are also taking advantage of 

rising coronavirus concern for collecting 

charity. Federal Bureau of Investigation 

reported 300% jump in daily cyber 

security complaints amid coronavirus 

pandemic. 

 

In this time of country wide lockdown 

more and more people have become 

dependent on the internet for their daily 

purposes and work from home. #StaySafe 
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is the general hashtag used by the DCP in 

listing these domains. 

 

People need to stay safe not only from the 

spread of coronavirus but also from 

increased rate of cybercrimes such as 

these. 

 

A similar type of fraud is witness in the 

form of text messages and emails that 

share a link promising ‘too good to be 

true’ rewards or product offers and lure 

people into sharing crucial information 

such as Aadhaar card number, driving 

license number, bank details and credit 

card information. The criminal can also 

take control of your device with just a 

single click on such links. 

 

Section 66 of ITA – Hacking with 

computer systems, Section 465 of IPC – 

Punishment for forgery and Section 379 of 

IPC – Data theft deals with such crimes. 

The penalty for the same is given in table 

below. 

 

Section Offence Penalty 

66 of 

ITA 

Hacking with 

computer 

system 

Imprisonment up to 

three years, or/and 

with fine up to 

₹500,000 

465 of 

IPC 

Punishment 

for forgery 

(electronic 

records) 

Imprisonment of 

either description for 

a term which may 

extend to two years, 

or with fine, or with 

both. 

                                                             
9 Information Technology Act 2000, Act 

No. 21, Acts of Parliament, 2000; Indian 

379 of 

IPC 

Punishment 

for theft (Data 

Theft) 

Imprisonment of 

either description for 

a term which may 

extend to three 

years, or with fine, 

or with both. 

Table 2: Offences and Penalty under IT Act 

2000 and IPC9 

 

3. Teenage Boy Commits

 Suicide Because

 of Cyberbullying 

 

A post titled “My Brother Is Not A Rapist” 

recently made news on social media 

platform Instagram. It is the story of a class 

12 boy named Manav Singh from 

Gurugram. A girl allegedly accused him of 

molestation and rape for an event held two 

years back and claimed she had no proof of 

it. “Shortly after the post went viral the boy 

started receiving threat calls messages and 

was harassed by the girl and her friends” 

read the post. The boy experienced 

enormous pressure and believed that his 

side of the story will not be heard told his 

friends. Unable to handle repeated threats 

and pressure he had a panic attack and 

impulsively jumped off the balcony of his 

flat from 11th floor. After hearing of this 

the girl said that it was not her fault if he 

couldn’t handle pressure. A report by 

IANS states that police have initiated legal 

proceedings under CrPC 174 and actions 

will be taken based on analysis report of 

his mobile. 

 

We cannot be certain whose side of the 

story is correct but cyberbullying is a 

punishable crime. People on social media 

Penal Code 1860, Act No. 45, Acts of 

Parliament, 1860. 
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sometimes do not realize the impact their 

online actions can have on other people’s 

mental health. There are authorities to file 

complaint but no law in the constitution of 

India gives anybody a right to defame an 

otherwise innocent person until he/she has 

been proven guilty. 

 

Section 66A of ITA – publishing offensive, 

false or threatening information covers 

such crimes. Penalty under this section 

includes an imprisonment up to three years, 

with fine10.
.
 

 

4. Bank Accounts Hacked, Money Withdraw 

 

In a recent incident of bank fraud New 

Delhi Municipal Corporation reported 

bank accounts of 200 employees hacked 

and looted for lakhs in the first week of 

February, 2020. The union said, “Mostly 

(these are) cases of frauds conducted from 

SBI accounts. Now approximately more 

than 200 employees are suffering as they 

lost their money that was illegally 

withdrawn from different locations of 

Delhi-NCR and in some cases the money 

has been withdrawn from cities in South 

India”11. Contrary police reports suggest 

that only 2 NDMC employees filed for 

online fraud. Police also recommend these 

as cases of ATM card cloning fraud and 

that money has been illegall withdrawn 

only few days after legit withdrawals. RBI 

reported a total of 233 cases of ATM fraud 

in Mumbai in the year 2018-19, highest in 

the country followed by Delhi with 179 

cases and Tamil Nadu with 147 cases12. 

The first course of action in such events of 

                                                             
10 Information Technology Act 2000, Act No. 21, Acts 

of Parliament, 2000. 
11 www.hindustantimes.com. 
12 www.thebetterindia.com 

fraud must be to block your card and then 

file a FIR. 

Section 66C of ITA – Using password of 

another person (Identity Theft) covers 

crimes related to ATM cloning frauds. 

Penalty stated under the section is 

imprisonment up to three years, and/or 

with fine up to 

₹100,00013. 

 

5. CYBER CRIME TRENDS IN INDIA 

 

In 2019 India had over 699 million internet 

users and the figure are expected to grow 

to more than 891 users by 2023 (Fig. 1). 

Figure 1: Forecast of total number of 

internet users in India by 202314 

 

2020 is a time of global pandemic. The 

entire country is forced to stay at home 

during the countrywide lockdown. Most 

of the companies switched to work from 

home criteria for most of their employees 

and the teaching institutions such as 

13 Information Technology Act 2000, Act No. 21, Acts 

of Parliament, 2000. 
 
14 www.statista.com. 

http://www.hindustantimes.com./
http://www.statista.com./
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schools and coaching centers have 

adopted digital methods. Dependency on 

the internet and its usage has further 

increased during this time. With this 

comes the threat of increased number of 

cybercrimes. Also, India with its ‘Digital 

India’ paradigm is more prone to cyber-

attacks. An analysis of the total number of 

cybercrimes in India from 2016 to 201815 

reveals that with increased dependency on 

the internet and its increased usage, the 

total number of cybercrimes have shown 

an exponential growth with a total of 

12,317 crimes in 2016 to a total of 27,248 

crimes in 2018 (Fig. 2). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                             
15 
https://ncrb.gov.in/sites/default/files/crime_i

Figure 2: Total Number of Cyber - Crime 

Cases in India from 2016 to 2018 

 

Maps below show a further state-wise 

analysis of the same data. Uttar Pradesh 

leads in the total number of cybercrimes 

from 2016 to 2018. Maharashtra is seen 

next to Uttar Pradesh in total cybercrimes in 

the year 2016 and 2017 (Fig. 3). A change 

in this trend is observed in 2018 when 

Karnataka overtook Maharashtra with a 

large difference in the total number of 

cybercrimes in 2018 (Fig. 4). The smaller 

states and union territories such as 

Nagaland, Mizoram, Daman & Diu etc. 

have lesser number cases. Also, more 

urbanized the state, more prone it is to 

cybercrimes and hence more the number of 

total such cases. Color legend is based on 

the total number of cybercrime cases. More 

the cases in the state in the given year, 

darker the color of the state. 

 

 

Figure 3: State-wise total Cybercrimes in 

2016 and 2017 respectively 

n_india_table_additional_table_chapter_rep
orts/Table%209A.1_0.pdf. 
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Figure 4: State-wise total Cybercrimes in 

2018 

 

                                                             
16https://ncrb.gov.in/sites/default/files/crime_in_indi

a_table_additional_table_chapter_reports/Table%209

A.3_0.pdf. 

A deeper probe into the motives of 

criminals reveal six major reasons for 

committing cybercrimes in India16. These 

include anger, extortion, causing 

disrepute, fraud, personal revenge and 

sexual exploitation. A total of 27,248 

cybercrimes were committed in India 

during 2018 out of which 15,670 (57.5 

percent) were committed with the motive 

of fraud. Out of a total of 15,670 

cybercrimes committed in Uttar Pradesh, 

Maharashtra and Karnataka collectively 

in the year 2018, 9790 of them were 

committed for fraud (Table 3). This 

accounts for 62.5 percent of the total 

cases in the three states taken together. 

Financial fraud is one of the most 

common type of fraud committed in 

India. 
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6. CYBER CRIME CHALLENGES 

FOR INDIA 

 

There are both pros and cons of the 

internet and along with the convenience 

that it provides comes certain challenges 

that India face. Listed below are some of 

the challenges of cybercrimes for India. 

 The speed of cyber security changes 

renders the India government ineffective in 

determining the root cause of the cyber 

crimes at the time when it happens. 

 Government budgets for information and 

communication technology (ICT) are less 

as compared to those for other crimes. 

 There are not sufficient protocols for 

cybercrimes that stretch beyond the 

boundaries of India. 

 Current security personnel are not well 

equipped to deal with high-tech crimes. 

 Most of the provisions of cybercrimes 

under IT Act are bailable with only a small 

fine. 

 Huge gap between the technical skills of 

cyber criminals and techno-legal expert 

lawyer and judge. The current judicial 

system is not able to appreciate digital 

evidences and the specifically special 

characteristics of cybercrimes. 

 Unawareness among people regarding 

cybercrimes and its preventive measures. 

 Underreporting of cybercrimes by 

individuals and private sector. 
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7. FINDINGS AND CONCLUSIONS 

 

Following results can be drawn from this 

research: 

 Recent trends suggest an enormous growth 

in the total number of internet users in 

India and especially in 2020 because of the 

global pandemic and therefore, changed 

working patterns. 

 An exponential growth in cybercrimes in 

India from 2016 -2018. 

 Uttar Pradesh leads in the total number of 

cybercrime cases from 2016-2018. 

 Fraud, mainly financial fraud, is one of the 

main motives to commit cybercrime.’ 

 A gap between the minds and reach of 

cybercriminals and the current judicial 

system needs to be filled with more 

effective laws. 

 

With the advent of internet era and the 

increase in usage of internet there has been 

significant increase in the number of 

cybercrimes that are reported in India and 

an even bigger increase in the number that 

goes unreported. Cybercrimes stretch way 

beyond the geographical boundaries of 

any country and it is therefore necessary to 

form laws that cover the international 

nature of the crime. Current laws that deal 

with cybercrimes in India are not fully 

efficient and effective in their nature and 

needs certain amendments keeping in 

mind the special characteristics of cyber 

frauds. 

 

8. LIMITATIONS OF THE STUDY AND 

FUTURE SCOPE 

 

 The results of this study are important to 

those readers and researchers who are 

willing to know the most recent trends and 

challenges of cybercrimes in India. 

 This study is beneficial to know some of 

the recent cases of cyber fraud in India and 

analyze the current situation and methods 

in which these crimes are committed. 

 The study is conducted at a particular 

evolution stage of the internet. Therefore, 

the findings may vary at different stages of 

evolution of the internet and the web. 

 Further researches may be done at these 

changing stages to see how cyber 

criminals adapt to new and emerging 

technologies and how prompt is the 

government in taking actions and making 

laws against such crimes. 

 Also, further researches may be done to 

analyze how people awareness affect the 

number and intensity of cybercrimes. 

 

9. SUGGESTIONS 

 A more robust approach should be applied 

in dealing with cybercrimes. 

 Stricter punishments and penalties for such 

crimes must be included in the ITA and IPC 

and other laws relating to cybercrimes. 

 A provision must be made for training of 

tech-savvy lawyers and judges. 

 Provision for handling electronic evidence. 

 Allocating more budget for training 

security personnel to address with high-

tech crimes. 

Spreading awareness among people 

regarding the possible types of cybercrimes 

and issuing guidelines on security 

measures that must be taken in order to 

avoid falling prey to cybercrimes. 
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APPENDIX – I 

 

STATE – WISE TOTAL CYBER 

CRIMES FROM 2016 TO 2018 

 

S. 

No. 

State/UT 2016 201

7 

201

8 

1 Andhra Pradesh 616 931 120

7 

2 Arunachal Pradesh 4 1 7 

3 Assam 696 112

0 

202

2 

4 Bihar 309 433 374 

5 Chhattisgarh 90 171 139 

6 Goa 31 13 29 

7 Gujrat 362 458 702 

8 Haryana 401 504 418 

9 Himachal Pradesh 31 56 69 

10 Jammu &Kashmir 28 63 73 

11 Jharkhand 259 720 930 

12 Karnataka 1101 317

4 

583

9 

13 Kerala 283 320 340 
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14 Madhya Pradesh 258 490 740 

15 Maharashtra 2380 360

4 

351

1 

16 Manipur 11 74 29 

17 Meghalaya 39 39 74 

18 Mizoram 1 10 6 

19 Nagaland 2 0 2 

20 Odisha 317 824 843 

21 Punjab 102 176 239 

22 Rajasthan 941 130

4 

110

4 

23 Sikkim 1 1 1 

24 Tamil Nadu 144 228 295 

25 Telangana 593 120

9 

120

5 

26 Tripura 8 7 20 

27 Uttar Pradesh 2639 497

1 

628

0 

28 Uttarakhand 62 124 171 

29 West Bengal 478 568 335 

30 A&N Islands 3 3 7 

31 Chandigarh 26 32 30 

32 D&N Haveli 1 1 0 

33 Daman & Diu 0 0 0 

34 Delhi UT 98 162 189 

35 Lakshadweep 0 0 4 

36 Puducherry 2 5 14 

 

 

APPENDIX – II 

 

CYBER CRIME MOTIVES – STATE 

WISE TOTAL UNDER VARIOUS 

MOTIVES 

 

S. 

No 

State/UT R

e

v

e

An

ge

r 

Fra

ud 

Exto

rtion 

Disr

eput

e 

Expl

oitat

ion 

n

g
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1  Andhra 
Pradesh 

3
4 

26 733 45 7 92 

2 Arunachal 
Pradesh 

0 0 2 0 0 0 

3 Assam  2

3

9 

46 389 153 234 113 

4 Bihar 5 8 351 2 0 8 

5 Chhattisga

rh 

0 1 23 2 25 21 

6 Goa 0 0 11 0 12 4 

7 Gujarat 1

7 

32 401 24 154 23 

8 Haryana 6 9 137 21 11 75 

9 Himachal 
Pradesh 

4 1 18 1 11 15 

10 Jammu & 
Kashmir 

2 0 20 7 7 10 

11 Jharkhand 1

6 

6 783 44 16 16 

12 Karnataka 2

7 

10 544

1 

97 49 85 

13 Kerala 6

3 

18 93 8 48 50 

14 Madhya 
Pradesh 

9
3 

10 230 19 109 49 

15 Maharashtr

a 

9

9 

12

9 

199

8 

31 64 724 

16 Manipur 0 0 14 3 0 9 

17 Meghalaya 0 0 35 0 3 3 

18 Mizoram 0 4 0 0 0 0 

19 Nagaland 1 0 0 0 0 0 

20 Odisha 7 0 506 224 0 37 

21 Punjab 1

4 

7 48 15 19 85 
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22 Rajasthan 9 11 499 31 66 60 

23 Sikkim 0 0 0 0 0 0 

24 Tamil 

Nadu 

3

9 

13 55 7 17 36 

25 Telangana 1

9 

3 732 51 3 77 

26 Tripura 5 0 8 0 0 3 

27 Uttar 

Pradesh 

4

7 

73 235

1 

199 343 343 

28 Uttarakhan

d 

3 41 46 16 12 13 

29 West 

Bengal 

2

8 

9 68 25 2 99 

 

30 

Andaman 
and 

nicobar 

Islands 

 

0 

 

0 

 

3 

 

0 

 

3 

 

0 

31 Chandigar

h 

0 0 19 3 0 0 

 

32 

Dadar and 

Nagar 

Haveli 

 

0 

 

0 

 

0 

 

0 

 

0 

 

0 

33 Daman & 

Diu 

0 0 0 0 0 0 

34 Delhi 1

1 

4 36 11 4 35 

35 Lakshadwe
ep 

0 0 1 0 0 2 

36 Puducherr

y 

0 0 0 11 0 3 
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