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Abstract 

Cryptocurrency has become a buzzword 

among millions of internet users throughout 

the world. It has widened the horizons of 

digital space by allowing people to enter 

into transactions without third party 

oversight. This paper seeks to analyze the 

evolution and functionality of Bitcoins. It 

discusses the methods of procuring Bitcoins 

and security issues existing in the 

blockchain technology highlighting the 

threats to a client’s personal data.  It 

analyses the existing legal regime for the 

regulation of Cryptocurrency in various 

Jurisdictions in the world and compares the 

same with Indian regulatory measures. It 

also analyses the legal considerations for 

businesses and individuals dealing in 

bitcoins, tax implications of dealing in 

Bitcoins and the role of Merchant Service 

providers in the facilitation of 

Cryptocurrency in United States of America 

and compares the same with the situation of 

current Indian Businesses dealing in 

Bitcoins.  The authors conclude with the 

thoughts that cryptology, the root science 

underneath bitcoin and all cryptographic 

forms of money, might be the instrument 

behind the frontier for new and energizing 

digital developments. 

 

Introduction 

Cryptocurrency has become a buzzword 

among millions of internet users throughout 

the world. It has widened the horizons of 

digital space by allowing people to enter 

into transactions without third party 

oversight. Bitcoin, the most common and 

valued cryptocurrency was introduced in 

2008 by a group of computer geeks, who 

called themselves “Satoshi Nakamoto”. The 

Bitcoin Network was established in 2009 

and its development has been steady since 

then.1  

 

Bitcoins are created by a process called 

“Mining”. The Miners or developers of 

Bitcoins participate in a complex 

mathematical calculation in order to add 

“blocks” to the “Blockchain”, which is a 

public ledger of all the transactions that has 

ever been executed in Bitcoins. Blockchain 

may also be considered as a chain of 

signatures, containing necessary information 

of a particular Bitcoin, so that the system 

may confirm its validity and transfer its 

possession from one user to another, if 

requested2. The “Bitcoin Software”, which 

may be freely downloaded from the internet 

creates a “wallet” file for every user that can 

store their bitcoins 3 . The user’s wallet 

                                                             
1  Joshua Davis, The Crypto-Currency, NEW 

YORKER, Oct. 10, 2011, at 62. 
2  George Foroglou, Anna-Lali Tsilidou, Further 

applications of the Blockchain, Research gate,  16 

May 2015, 

https://www.researchgate.net/publication/276304843 
3  european cent. Bank, virtual currency schemes 9 

(2012), available 

http://www.ecb.int/pub/pdf/other/virtualcurrencysche

mes201210en.pdf; satoshi nakamoto, bitcoin: a peer-

to-peer electronic cash system, bitcoin, 

http://www.bitcoin.org/bitcoin.pdf ; gavin andresen, 

bitcoin: the world’s first person-to-person digital 
currency, bitcoin trading (june 20, 2011),  

http://www.ecb.int/pub/pdf/other/virtualcurrencyschemes201210en.pdf
http://www.ecb.int/pub/pdf/other/virtualcurrencyschemes201210en.pdf
http://www.bitcoin.org/bitcoin.pdf
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contains a “public key” and a “private key”. 

The public key enables other users to send 

bitcoins and the private key enables the 

wallet’s owner to send bitcoins to other 

users. The public key may be considered as 

your street address and the private key as 

your front door4.  

 

The main idea behind the creation of bitcoin, 

according to Nakamoto was to reduce 

transaction cost incurred when parties 

transact over the internet and to find a way 

to double spending problem. 5  The double 

spending issue is the hazard that a person 

could pay for two unique things with a 

similar unit of money. This issue just 

emerges on the off chance that one needs to 

make a buy electronically (i.e. with an 

option that is other than money).  

 

The part financial institutions play in an 

electronic exchange is to fill in as a confided 

outsider to identify the clients, to guarantee 

that the cash is spent just once, and to 

process the payment. So as to hold their 

confided third party status, financial 

institutions likewise end up involved if there 

is a dispute between the parties. This 

requires significant investments, for which 

financial institutions charge expenses.  

                                                                                           
http://www.bitcointrading.com/pdf/gavinandresencia 
talk.pdf.  
4  Nikolei M. Kaplanov, Comment, Nerdy Money: 

Bitcoin, the Private Digital Currency, and the Case 

Against Its Regulation 5 (Temple Univ. Legal 

Studies Research Paper, 2012), available at 

http://ssrn.com/abstract=2115203; Andresen 
5 Adrianne Jeffries, Miner Problem: Big Changes Are 

Coming for Bitcoin’s Working Class, VERGE (Nov. 

16, 2012, 9:43 AM), 

http://www.theverge.com/2012/11/16/3649784/bit 
coin-mining-asics-block-reward-change. 

Bitcoin's basic advancement is to forestall 

the requirement for a third party to be 

engaged in the transaction. It enables the 

parties to safely and secretly exchange cash 

to anybody and anyplace on the planet. How 

does bitcoin cut out the monetary agents? 

Bitcoin is a purely peer to peer version of 

electronic cash. It enables you to safely send 

money specifically to other client. The 

bitcoin organization is decentralized, which 

implies there is no central organisation 

regulating transactions. Bitcoin's innovator 

built up a sharp component to guarantee that 

bitcoins couldn't be replicated and spent 

more than once. Each bitcoin has a history 

connected to it — essentially a log of 

computerized marks demonstrating the 

transaction it has been associated with. 

These logs are called 'blocks' and, when you 

set up them all together, they frame the 

'block chain'. The block chain contains a 

record of the considerable number of 

transaction at any point made utilizing 

bitcoin as discussed above.6 

 

Procurement 

There are primarily three different ways to 

get Bitcoins: (1) by "mining" them; (2) by 

buying them; or (3) by offering something 

and accepting payment in Bitcoins. New 

Bitcoins are only delivered through the 

procedure known as mining. Each time a 

Bitcoin is transferred from one wallet onto 

the next, an unpredictable mathematical 

problem must be solved to check that the 

transfer is genuine (i.e., that the sender is the 

                                                             
6 Adrianne Jeffries, Miner Problem: Big Changes Are 

Coming for Bitcoin’s Working Class, VERGE (Nov. 

16, 2012, 9:43 AM), 

http://www.theverge.com/2012/11/16/3649784/bit 
coin-mining-asics-block-reward-change. 
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true proprietor of the coin and has not sent it 

to different others). 7  Because there is no 

Central authority to attempt this activity, it is 

done in the different nodes of the distributed 

network that make up the Bitcoin system.8 

These are just users, known as "miners" who 

run the important programming that 

attempts the fundamental computations to 

help the network.9 As payment, each time a 

task is effectively completed, the framework 

produces a set amount of Bitcoins and 

disseminates them to the triumphant miner.10 

The trouble of the activity, and subsequently 

the rate at which new Bitcoins are produced, 

is consequently changed to achieve a steady 

and preordained results. 11 To control 

inflation by constraining the aggregate 

number of Bitcoins in presence, the rate at 

which new bitcoins are created will split 

around in every four years so that the total 

number of Bitcoins in presence may never 

surpass twenty-one million.12 Thus, for the 

present, the system is upheld totally by the 

production of new Bitcoins.  

 

                                                             
7  Satoshi Nakamoto, Bitcoin: A Peer-to-Peer 

Electronic Cash System, BITCOIN, 

http://www.bitcoin.org/bitcoin.pdf (last visited Mar. 

11, 2014). 
8 Gavin Andresen, Bitcoin: The World’s First Person-

to-Person Digital Currency, BITCOIN TRADING 

(June 20, 2011), 
http://www.bitcointrading.com/pdf/GavinAndresenCI

A Talk.pdf. 
9 Adrianne Jeffries, Miner Problem: Big Changes Are 

Coming for Bitcoin’s Working Class, VERGE (Nov. 

16, 2012, 9:43 AM), 

http://www.theverge.com/2012/11/16/3649784/bit 

coin-mining-asics-block-reward-change 
10 Supra note 7 
11 Supra note 7 
12 Supra note 3 

The most uncomplicated approach to get 

Bitcoins is to buy them through a trade. In 

spite of the fact that there are numerous 

exchanges, 13  the fundamental idea is 

straightforward: clients can exchange 

conventional cash (e.g., dollars, Euros) for 

BTC at the present exchange rate. 14 

Exchange rates are dictated by supply and 

demand. 15  Users may then store their 

Bitcoins in a wallet files on their PC or on 

the exchange servers, enabling them to get 

to their Bitcoins from any computer.16 

 

Security and Privacy Issues 

Blockchain can protect a specific measure of 

security through the public key and private 

key. Clients execute transactions with their 

private key and public key with no genuine 

identity exposure. Be that as it may, it 

appears 17, that blockchain can't ensure the 

                                                             
13  Including Bitomat, Britcoin, Intersango, 

ExchangeBitcoin.com, Camp BX, Bitcoin7, VirtEx, 

VirWox, and WM-Center. EUROPEAN CENT. 

BANK, supra note 3 
14  Nikolei M. Kaplanov, Comment, Nerdy Money: 

Bitcoin, the Private Digital Currency, and the Case 

Against Its Regulation 5 (Temple Univ. Legal 

Studies Research Paper, 2012), available at 

http://ssrn.com/abstract=2115203; Andresen, 
15  PayPal reported $1.37 billion in revenue for the 

third quarter of 2012, suggesting its dominance in 

global commerce. Q3 2012 Fast Facts, PAYPAL, 
https://www.paypal-

media.com/assets/pdf/fact_sheet/PayPal_Q3_2012_F

ast_Facts.pdf (last visited Aug. 6, 2013). 
16  See BLOCKCHAIN, http://www.blockchain.info 

(last visited Aug. 6, 2013), for one example of an 

online-hosted wallet. 
17  S. Meiklejohn, M. Pomarole, G. Jordan, K. 

Levchenko, D. McCoy, G. M. Voelker, and S. 

Savage, “A fistful of bitcoins: Characterizing 

payments among men with no names,” in 
Proceedings of the 2013 Conference on Internet 
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value-based security since the values of all 

transactions and balances for every public 

key are freely available. In addition, the 

ongoing investigation 18  has demonstrated 

that a client's Bitcoin transactions can be 

connected to uncover client's personal data. 

In addition, Biryukov et al 19  introduced a 

strategy to connect client pseudonyms to IP 

addresses notwithstanding when clients are 

behind Network Address Translation (NAT) 

or firewalls. Every user can be exceptionally 

distinguished by an arrangement of hubs it 

connects with. However, this set can be 

learned and used to discover the source of a 

transaction. Various strategies have been 

proposed to enhance privacy of blockchain, 

which could be generally arranged into two 

kinds:  

 Mixing 20:  In blockchain, clients addresses 

are pseudonymous. But, it is possible to 

discover user's real identity as a large 

number of clients make transactions with a 

similar address every now and again. 

Mixing service is a sort of administration 

which gives obscurity by transferring funds 

from numerous input addresses  to various 

output addresses. For instance, client Alice 

with address A needs to send a money to 

                                                                                           
Measurement Conference (IMC’13), New York, NY, 

USA, 

2013. 
18  J. Barcelo, “User privacy in the public bitcoin 

blockchain,” 2014. 
19 A. Biryukov, D. Khovratovich, and I. Pustogarov, 

“Deanonymisation of clients in bitcoin p2p network,” 

in Proceedings of the 2014 ACM 

SIGSAC Conference on Computer and 

Communications Security, New York, NY, USA, 

2014, pp. 15–29. 
20 M. M¨oser, “Anonymity of bitcoin transactions: An 

analysis of mixing services,” in Proceedings of 

Munster Bitcoin Conference, Munster, 
Germany, 2013, pp. 17–18. 

Bob with address B. On the off chance that 

Alice specifically makes a transaction with 

input address A and output address B, 

connection amongst Alice and Bob may be 

exposed. So Alice could send the money to a 

entrusted mediator Carol. At that point Carol 

sends the money to Bob with numerous 

input sources c1, c2, c3, and so forth., and 

various output sources d1, d2, B, d3, and so 

forth. Bob's address B is also included in the 

output addresses. So it ends up difficult to 

uncover connection amongst Alice and Bob. 

However, the middle person could turn out 

to be exploitative and uncover Alice and 

Bob's private data intentionally. It is 

likewise conceivable that Carol exchanges 

Alice's money to her own address rather 

than Bob's address. Mixcoin21 gives a basic 

strategy to dodge deceptive practices. The 

mediator encodes clients' information 

including the money  and exchange date 

with its private key. At that point if the 

middle person did not exchange the cash, 

anyone could confirm that the mediator 

swindled. Nevertheless, burglary can be 

identified but cannot be stopped. Coinjoin22 

relies upon a Central Mixing server to 

rearrange output addresseses  to forestall 

burglary. Influenced by Coinjoin, 

CoinShuffle23 utilizes decoding mixnets for 

address rearranging.  

                                                             
21 J. Bonneau, A. Narayanan, A. Miller, J. Clark, J. A. 

Kroll, and E. W. Felten, “Mixcoin: Anonymity for 

bitcoin with accountable mixes,” in 

Proceedings of International Conference on Financial 

Cryptography and Data Security, Berlin, Heidelberg, 

2014, pp. 486–504. 
22 G. Maxwell, “Coinjoin: Bitcoin privacy for the real 

world,” in Post on Bitcoin Forum, 2013. 
23  T. Ruffing, P. Moreno-Sanchez, and A. Kate, 

“Coinshuffle: Practical decentralized coin mixing for 
bitcoin,” in Proceedings of European 
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 Anonymous. In Zerocoin 24 , zero-

information proof is utilized. Miners don't 

need to approve a transaction with digital 

signature but to approve coins have a place 

with a list of legitimate coins. Payments's 

origin point is unlinked from transactions to 

avert transaction graph investigations. 

However, despite everything it uncovers 

payment destinations and sums. Zerocash25 

was proposed to address this issue. In 

Zerocash, zero-konwledge Succinct Non-

interactive Arguments of Knowledge (zk-

SNARKs) is utilized. Transaction sums and 

the estimations of coins held by clients are 

not revealed. 

 

Regulation of Cryptocurrencies 

As Bitcoins turn out to be more important 

and accomplish greater attention, 

Governments are starting to pay heed. U.S. 

Representatives have voiced worry over the 

illicit substances being bought online in 

Bitcoins; an inner Federal Bureau of 

Investigation report with respect to Bitcoins 

was spilled on the web; the European 

Central Bank report distributed a paper 

assessing virtual money plans including 

Bitcoin; and the Chinese government 

                                                                                           
Symposium on Research in Computer Security, 

Cham, 2014, pp. 345–364. 
24 I. Miers, C. Garman, M. Green, and A. D. Rubin, 

“Zerocoin: Anonymous distributed e-cash from 

bitcoin,” in Proceedings of IEEE Symposium 

Security and Privacy (SP), Berkeley, CA, USA, 

2013, pp. 397–411. 
25 E. B. Sasson, A. Chiesa, C. Garman, M. Green, I. 

Miers, E. Tromer, and M. Virza, “Zerocash: 

Decentralized anonymous payments from bitcoin,” in 

Proceedings of 2014 IEEE Symposium on Security 

and Privacy (SP), San Jose, CA, USA, 2014, pp. 
459–474. 

prohibited the utilization of Bitcoin by 

monetary organizations26 

 

Global Perspective 

United States’ response 

Bitcoin faces various uncertain regulatory 

issues in the USA. They include FinCEN, 

the U.S. Division of Justice, the SEC, and 

state controllers of Money Service 

Businesses. (MSBs). As specified before, 

FinCEN had issued administrative guidance 

characterizing digital payment systems like 

bitcoin as "virtual currency," on the premise 

that they are not legal tender under any 

sovereign ward. While opining that a client 

of virtual money isn't a MSB and henceforth 

not subject to government's MSB regulation, 

FinCEN went ahead to express that U.S. 

entities that produce "virtual money" 

(including bitcoins) could be regarded as 

MSBs if the virtual cash were sold for "real 

cash or its proportionate." Thus, miners of 

bitcoin inside the United States may need to 

enroll and follow government MSB 

regulations in case they offer bitcoins for 

dollars. American Banker online has 

affirmed that no less than three U.S. bitcoin 

trades elected to close down because of 

FinCEN's direction. FinCEN's chief 

                                                             
26 It should be noted that China’s approach towards 

blockchain technology stands in contrast with its 

strict approach towards cryptocurrency exchanges. 

China recently introduced a ban on cryptocurrency 

exchanges to stop all (domestic) cryptocurrency 

trading. See: S. SETH, “Is Bitcoin Banned in 

China?”, February 2018, 

https://www.investopedia.com/news/bitcoin-banned-

china/; R. PERPER, “China is moving to eliminate 

all cryptocurrency trading with a ban on foreign 

exchanges”, February 2018, 

https://www.businessinsider.nl/china-eliminates-all-
cryptocurrency-trading-2018 
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expressed that its direction expects to shield 

digital currency systems from abuse and 

guarantee that information is accessible to 

arraign "criminal activities," and isn't aimed 

at regular bitcoin clients. 

In May 2013, the Department of Homeland 

Security grabbed a record controlled by Mt. 

Gox on th e hypothesis that the Japanese 

trade was working as an unlicensed MSB. 

Mt. Gox, as a result enrolled with the U.S. 

Treasury as a MSB. The various 

administrative issues encompassing bitcoin 

has incited bitcoin undertakings to frame a 

self-administrative group called the 

"Committee for the Establishment of the 

Digital Asset Transfer Authority," which 

intends to set specialized measures aimed at 

avoiding tax evasion and guaranteeing 

compliance with laws. 

Fifty states likewise have laws controlling 

MSBs. A few, including California and New 

York, have supposedly cautioned companies 

associated with bitcoin that they might be in 

disregard of such laws. In reality, the 

California Department of Financial 

Institution as of now has in its records a 

nitty gritty letter from a law office in the 

interest of the Bitcoin Foundation, 

contending that California's law, the Money 

Transmission Act, has no application to 

bitcoins.  

 

The SEC claims the organization was 

"sham" where bitcoins from new financial 

investors were utilized to pay interest of up 

to 7 percent for each week to existing 

investors and furthermore to cover 

investment withdrawals. The SEC further 

affirms that the founder occupied investors' 

bitcoins to exchange for his own record on a 

bitcoin trade and to exchange for dollars 

keeping in mind the end goal to pay personal 

costs. Such acts are alleged to violate the 

anti-fraud and registration provisions of 

Sections 5(a), 5(c), and 17(a) of the 

Securities Act of 1933, Section 10(b) of the 

Securities Exchange Act of 1934, and SEC 

Rule 10b 5. 

 

European regulatory response 

 

The circumstance in Europe and the U.K. is 

less uncertain than in the U.S. To start with, 

there is significantly more administrative 

acknowledgment for alternative currencies 

to those issued by Central banks authorities, 

and a for the most part sympathetic position 

for local currencies, for example, the Bristol 

Pound, Brixton Pound and Lewes Pound 27. 

These are small payment schemes where a 

couple of participating retailers 

acknowledge a note which acts more like a 

voucher and it is generally of extremely 

restricted course. While BTC is bigger by 

numerous degrees of extent, there does not 

appear to be any sign from controllers and 

central bank authories in Europe that there 

will be a crackdown on Bitcoin over its 

legitimate status 28. Second, Europe has as 

of now already has a lawful system for the 

direction of virtual money, which would be 

utilized to cover cryptocurrencies, like  

Bitcoin. The Electronic Money Institutions 

                                                             
27  IMF Staff Discussion Note, “Virtual Currencies 

and Beyond: Initial Considerations”, January 2016, 

https://www.imf.org/external/pubs/ft/sdn/2016/sdn16

03.pdf, 27. 
28 t. Mandjee, “bitcoin, its legal classification and its 

regulatory framework”, 15 j. Bus. & sec. L. 157, 

2016, 

https://digitalcommons.law.msu.edu/jbsl/vol15/iss2/, 
188 and the references there. 
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Directive 2009/110/EC 29 contains rules for 

a wide range of electronic purses that can be 

utilized to store value, be it by means of a 

PC, a cell phone or on the web. The 

Directive characterizes electronic money 

accordingly:  

 

1. electronically, including magnetically, 

stored monetary value;  

2. as represented by a claim on the issuer 

which is issued on receipt of money to make 

payment transactions;  

3. the transaction is an act, started by the 

payer or by the payee, of putting, 

exchanging or pulling back assets, 

regardless of any hidden commitments 

between the payer and the payee;  

4. which is acknowledged by a characteristic 

or lawful individual other than the electronic 

cash guarantor.  

 

In the event that payment framework 

satisfies these necessities, at that point it is 

viewed as electronic cash, and just 

electronic money institutions (EMI) can 

issue electronic value.30 There is a high limit 

for an electronic money institutions, as the 

EMI would need to satisfy a significant 

number of prerequisites. The thought behind 

this stringent direction is apparent, as what 

is occurring is the issuing of significant 

worth into the economy. Bitcoin would meet 

the lawful definition to a specific degree, 

                                                             
29 https://eur-lex.europa.eu/collection/eu-law.html 
30   t. Keatinge, d. Carlisle and f. Keen, “virtual 

currencies and terrorist financing: assessing the risks 

and evaluating responses”, study commissioned by 

the directorate general for internal policies, policy 

department for citizens’ rights and constitutional 

affairs, may 2018, 17 et seq. (electronically available 

via 

http://www.europarl.europa.eu/regdata/etudes/stud/20
18/604970/ipol_stu(2018)604970_en.pdf). 

with the exemption that it isn't cash that is 

issued as in is implied by the Directive. As 

there is no central authority, at that point it 

would be hard to imagine how financial 

services authorities  accountable for 

regulating EMIs could intervene concerning 

Bitcoin. 31 On the off chance that Bitcoins 

are not an EMI in Europe, their status as 

money is in question. The European 

Banking Authority (EBA) has opined that 

virtual currencies (VCs) don't satisfy a 

significant number of the prerequisites of a 

currency, and along these lines ought not be 

viewed as legal tender:  

 

 “VCs are not legal tender, which means the 

following features are not fulfilled: (a) 

mandatory acceptance, i.e., that the creditor 

of a payment obligation cannot refuse 

currency unless the parties have agreed on 

other means of payment; (b) acceptance at 

full face value, i.e., the monetary value is 

equal to the amount indicated; and (c) that 

the currency has the power to discharge 

debtors from their payment obligations.” 32 

While it doesn't state specifically, the EBA 

supposition induces Bitcoin being a 

commodity that can be traded for fiat cash. 

 

National Perspective 

Reserve Bank has repeatedly through its 

public notices on December 24, 2013, 

February 01, 2017 and December 05, 2017, 

cautioned users, holders and traders of 

virtual currencies, including Bitcoins, 

                                                             
31 ibid 
32 Jens Münzer, Bitcoin: AufsichtlicheBewertung und 

RisikenfürNutzer [Bitcoin: Supervisory Evaluation 

and Risks for Users], BaFin http://www.bafin. 

de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/ 
2014/fa_bj_1401_Bitcoin.html. 
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regarding various risks associated in dealing 

with such virtual currencies.33 

 In view of the associated risks, it has been 

decided that the entities regulated by the 

Reserve Bank shall not deal in VCs or 

provide services for facilitating any person 

or entity in dealing with or settling VCs. 

Such services include maintaining accounts, 

registering, trading, settling, clearing, giving 

loans against virtual tokens, accepting them 

as collateral, opening accounts of exchanges 

dealing with them and transfer / receipt of 

money in accounts relating to purchase/ sale 

of VCs.34 

The RBI and the Finance Ministry have 

made it clear that virtual currencies are not 

legal tender and such currencies have no 

protection. The government has not 

authorised any virtual currency as a medium 

of exchange. It has also not given license to 

any agency for working as exchange.35 

These instructions are issued in exercise of 

powers conferred by section 35A read with 

section 36(1)(a) of Banking Regulation Act, 

1949, section 35A read with section 36(1)(a) 

and section 56 of the Banking Regulation 

Act, 1949, section 45JA and 45L of the 

Reserve Bank of India Act, 1934 and 

Section 10(2) read with Section 18 of 

                                                             
33 Shruti Gupta and Garima Nagpal, Cryptocurrency 

and Allied Services :Another Challenge for 

competition watchdog (2018) PL March 89 
34  Bhumesh Verma and Somashish, Decoding The 

Bitcoin Conundrum (2018) PL (CL) February 88 
35  Virtual Currencies and beyond : Initial 

Consideration at 
www.imf.org/external/pubs/ft/sdn/2016.pdf 

Payment and Settlement Systems Act, 

200736. 

The Supreme Court (SC) of India refused to 

grant a temporary stay on the RBI’s banking 

restriction on cryptocurrencies. The SC 

heard the matter on July 3 and refused to 

grant any relief to cryptocurrency entities. 

As a result, Banks have now stopped 

extending their banking solutions to all 

cryptocurrency-related entities37. 

Legal Considerations for Businesses and 

individuals dealing in Cryptocurrencies 

 

This part of the article examines the legal 

risks and issues that a business should evalu-

ate before accepting bitcoin as a form of 

payment. It addresses potential registration 

and licensing issues, and examines the tax 

implications of accepting the virtual cur-

rency. It also discusses the use of bitcoin 

merchant service providers (BMSPs), which 

act as intermediaries between a business and 

a customer wishing to pay in bitcoin. The 

BMSPs provide a range of services 

including accepting bitcoin and paying the 

merchant in dollars, removing many of the 

barriers to accepting this new payment 

mechanism. 

 

Global Perspective 

 

In the USA, it is a requirement for 

companies involved with certain money 

related organizational activities to enroll or 

acquire a permit in case they wish to operate 

business inside the domain. While the 

                                                             
36  https://news.bitcoin.com/indian-crypto-regulation-

september/ 
37  https://www.cnbc.com/2018/04/05/indias-central-

bank-bans-financial-firms-from-dealing-with-
cryptocurrency.html 

https://inc42.com/buzz/cryptocurrency-supreme-court-refuses-to-grant-interim-relief-on-rbi-circular/
https://inc42.com/buzz/cryptocurrency-supreme-court-refuses-to-grant-interim-relief-on-rbi-circular/
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bounding line of these laws are not for the 

most part as firmly delineated as corporate 

lawyers may like, it gives off an impression 

of being sensibly clear as of now that a 

business which just recognizes bitcoin only 

as a portion instrument purpose has no duty 

to enlist or obtain a permit. As is analyzed 

underneath, nevertheless, the law here is in a 

state of progress and merchants enduring 

bitcoin are urged to stay current with 

changes which may impact them. 38 

 

At the administration level, the Bank 

Secrecy Act (BSA) requires a substance 

which issues voyager's checks or money 

orders, performs check changing, partakes in 

money transmission, or gives certain 

distinctive organizations to enroll as a 

Money Services Business (MSB). 39Close by 

the commitment to enroll, a MSB is resolved 

to develop a belliegerent to unlawful tax 

evasion configuration, keep certain records, 

and report certain trades and distinctive 

suspicious development to the lawmaking 

body. The Financial Crimes Enforcement 

Network (FinCEN), the Government body 

which deals with the BSA, has issued 

clarification when a bitcoin business might 

be regarded to partake in cash transmission 

and thusly be asked to enroll.40 

For BSA purposes, money transmission is 

characterized as the acknowledgment of 

currency or other esteem that substitutes for 

cash from one individual, and the 

transmission of that cash or substitute to 

another location or another individual using 

                                                             
38  http://www.coindesk.com/us-congressman-submit-

Bitcoin-tax-bill/ 
39  http://www.coindesk.com/proposed-us-

moratorium-Bitcoin-regulation/ 
40   http://www.coindesk.com/internal-revenue-

service-treat-digital-currencies-property/ 

any and all means. 41  Currency is 

characterized to mean the lawful tender of 

the United States or any another nation. 

Under these definitions, bitcoin isn't a cash, 

yet it is something that can substitute for 

money, and in this manner its 

acknowledgment and transfer to some other 

place or individual would constitute cash 

transmission.42 A merchant that is mindful 

so as to restrain its utilization of bitcoin to 

its own particular purposes and does not 

provide bitcoin administrations to others 

ought to have no commitments under the 

FinCEN rules.43  

At the state level, numerous locales likewise 

require companies and individuals occupied 

with money transmission to get a permit and 

to meet certain obligations for wellbeing, 

soundness, and security of the buyer. While 

the idea of cash transmission at the state 

level is like that communicated in FinCEN's 

standards, there are contrasts between state 

and government law, and surely, a decent lot 

of difference among the state statutes. A 

couple of states have opined on the use of 

their cash transmitter laws to bitcoin related 

organizations. 44  In April of 2014, Texas 

controllers affirmed that bitcoin does not 

constitute "cash" or "monetary esteem" as 

characterized in their Money Services Act, 

                                                             
41   

http://www.wallstreetandtech.com/compliance/Bitcoi

n-taxation-a-gift-from-the-irs-and-the-coffee-
problem/a/d-id/1318419?_mc=RSS_WST_EDT 
42  “In the Matter of Virtual Currency Exchanges”. 

Public Order. New York State Department of 

Financial Services. 11 March 2014. Retrieved 30 

March 2014. 
43  https://www.cryptocoinsnews.com/ab-129-

california-legally-approves-use-bitcoin/ 
44  

https://ia800904.us.archive.org/35/items/gov.uscourts
.txed.146063/gov.uscourts.txed.146063.23.0.pdf 
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and accordingly bitcoin exchanges are not 

secured by the law. Kansas achieved a 

comparative conclusion under its statute. 

These controllers acknowledged, in any 

case, that bitcoin related organizations, for 

example, wallet suppliers, money trades, and 

ATM administrators which get official cash 

for specific purposes may at present be 

secured.45  

Interestingly, the North Carolina 

Commissioner of Banks has expressed that 

bitcoin constitutes "financial esteem," and 

accordingly activities including the digital 

currency might be secured by the state's cash 

transmitter law. 46  On July 17, 2014, the 

New York Department of Financial Services 

issued a draft variant of its "bitlicense" 

regulations for open remark. The guidelines 

would cover elements occupied with 

"Virtual Currency Business Activity" which 

incorporates receiving, putting away, and 

transmitting virtual currency. The run, in 

any case, would not cover merchants 

accepting bitcoin in consumer transactions.47 

It seems reasonable at this stage to conclude 

that a merchant that accepts bitcoin or other 

virtual currencies for its own account in 

order to facilitate the sale of goods and 

services will not need to be licensed by or 

register with any governmental entity.48 The 

merchant should be careful, however, not to 

provide bitcoin related services such as 

                                                             
45 Vaneesa Abhishek, “Growing interest in Bitcoin: 

Time for India to welcome it as “currency”?, 

available at http://articles.economictimes.indiatimes. 

com/2014-06-18/news/50678868_1_currency-notes-

Bitcoin-satoshi-nakamoto 
46 “Bitcoin banned in Thailand”. Telegraph UK. 13 

July 2013. Retrieved 16 December 2013. 
47  

https://www.americanbar.org/publications/blt/2014/1

1/02_middlebrook.html 
48 Ibid 

transfer or exchange to its customers. And 

finally, because this body of law will 

continue to grow and change, the prudent 

business will actively monitor regulatory 

developments in this area. 49 

 

Tax Implications of accepting Bitcoins 

At the point when a business or individual 

leads an exchange in a forign currency, there 

are exceptional laws which represent how 

gains or losses from the trading of foreign 

currency are taken care of for tax purposes.50 

Numerous bitcoin clients accepted that those 

standards would likewise apply to virtual 

currencies. Such expectations were dashed 

by IRS direction issued in March 2014 

which infers that, for federal tax purposes, 

bitcoin and other virtual currencies ought to 

be dealt with as property and not foreign 

currency. This interpretation by the IRS has 

huge business implications for vendors 

accepting bitcoins and has been censured by 

reporters51.  

The IRS clarifies that for tax purposes 

virtual money ought to be dealt with as 

property and that general duty standards 

which apply to property exchanges will 

represent the tax treatment of bitcoin. 
52While acquiring property, one is required 

to record the fair estimation of the property 

which is regarded the proprietor's "premise" 

in the property. At the point when the 

benefit is later traded, if the fair esteem has 

increased, at that point the proprietor has a 

capital gain 53 . On the off chance that the 

deal cost is not as much as the market value 

of the property, he or she has a loss. 

                                                             
49 ibid 
50 Ibid 
51 Ibid 
52 Ibid 
53 Ibid 
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Connected to virtual money, this implies if a 

man acknowledges a bitcoin on Monday 

when the value is $400 and afterward makes 

a buy with that same bitcoin on Friday when 

the value is $410, he or she has a $10 gain.54 

Envision a dealer that obtains bitcoin in 

different exchanges over a month amid 

which the cost of bitcoin fluctuates. Its 

premise in every individual bitcoin might be 

distinctive relying upon the market cost at 

the time of the transaction. At the point 

when the vendor chooses to money out a 

portion of its bitcoin for dollars, it should 

choose how much bitcoin to offer as well as 

which specific bitcoins to part with , in light 

of the fact that trading this bitcoin over that 

bitcoin will decide the measure of a 

reportable gain or loss. 55  Obviously, the 

measure of record keeping important to 

track the premise in each bitcoin and register 

gains or losses makes it unrealistic for some, 

organizations to acknowledge bitcoin. A 

computerized methodology to deal with 

these exchanges would disentangle however 

not dispose of the trader's record-keeping 

obligations, despite the fact that making 

such a procedure would involve a huge 

investment in time and assets. Fortunate for 

merchants, third party service providers 

exist to offer only this kind of 

administration.56 

Using a Bitcoin Merchant Service 

Provider 

 

Because of the expense of bookkeeping and 

record-keeping issues depicted above and 

other lawful and operational issues 

confronting merchants who wish to 

                                                             
54 Ibid 
55 Ibid 
56 Ibid 

acknowledge bitcoin, another classification 

of specialist co-op has risen – the BMSP. 

Coinbase and BitPay are most likely the best 

known about this class of sellers, however a 

fast Internet look uncovers a developing 

number of players in this space. The BMSP 

basically goes about as an intermediary, 

accepting bitcoin from the client and giving 

dollars or some other currency to the trader.  

In an ordinary usage, the merchant adds a 

catch to the checkout page of its site named 

"pay with bitcoin." If the client picks this 

alternative, he or she at that point interfaces 

with the BMSP's servers to give data 

important to pay using bitcoin. The BMSP 

starts the bitcoin exchange and informs the 

dealer when the bitcoin exchange is 

finished. The merchant at that point finishes 

the transaction with the client and ships the 

products. The BMSP settles with the dealer 

on a prearranged plan, normally day by day, 

by electronically exchanging dollars or 

euros or some other bolstered money to a 

financial balance assigned by the trader. 

Some BMSPs likewise bolster settling in 

bitcoin or other virtual currencies. A 

conspicuous advantage of utilizing a BMSP 

is that a vendor can empower its clients to 

pay with bitcoin without ever really having 

to get or hold bitcoin itself. Such a game 

plan would lessen or take out the 

bookkeeping and record-keeping 

commitments related with the IRS direction, 

making virtual cash acknowledgment an 

altogether simpler and more alluring choice. 

Introducing a middle person into the 

association with a client, however, brings 

new dangers which require watchful 

assessment.57 

                                                             
57 Stephen T. Middlebrook,Bitcoin for Merchants: 

Legal Considerations for Businesses Wishing to 
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National Perspective 

Seven days before the RBI's boycott kicked-

in, WazirX CEO Nischal Shetty uncovered 

shared exchange framework where the 

general population can purchase and offer 

crypto specifically with each other with no 

issue. "In P2P display, the purchaser and 

merchant can manage each other specifically 

while WazirX goes about as an escrow 

account holding the cryptos amid the 

exchange with the goal that neither one of 

the parties cheats the other.”58 

The exchange will initially associate the 

individual hoping to purchase crypto for 

rupee with somebody who's hoping to offer 

crypto for rupee. At that point the vender 

should store the virtual cash with the trade. 

At that point the purchaser should pay rupee 

to the merchant straightforwardly.  Once the 

dealer gets the installment and affirms to the 

trade, the crypto-exchange will discharge the 

cash to the purchaser.  

The other method for retaining investments 

into virtual currencies is to move your 

possessions in an Indian crypto exchange to 

a foreign one. For investors needing to trade 

long haul, they should take a gander at 

worldwide trades like Binance and Coinbase 

to keep trading for a more drawn out time. 

These trades bolster the vast majority of 

digital forms of money including bitcoin, 

litecoin and ethereum. They will obviously 

need to deal with the forex directions and 

universal settlement rules.59 

                                                                                           
Accept Bitcoin as a Form of Payment,  Business Law 

Today, (November 2014), pp. 1-4 
58 Federal Bureau of Investigation (FBI) Intelligence 

assessment (UNCLASSIFIED) ‘Bitcoin Virtual 

Currency: Unique Features Present Distinct 

Challenges for Deterring Illicit Activity. 
59 Yuthika Bhargava, Bitcoin — To Ban Or Not To, 

July 13, 2017, available at 

 

Prior to the RBI's boycott, the 

cryptocurrency investors were purchasing 

and offering bitcoins through exchanges in 

rupee. Be that as it may, after the boycott, all 

banks and other government organisations 

have halted their administrations to the 

digital currency trades. Banks have likewise 

begun sending notices to their clients 

cautioning against the virtual money 

exchange. 

 

 

Conclusion 

Digital currency appears to have move past 

the early selection stage that new 

advancements encounter. Indeed, even 

automobiles encountered this marvel. 

Bitcoin has started to cut itself a niche 

market, which could enable cryptocurrencies 

to encourage into getting to be mainstream; 

or be its fundamental driver in its failure.60 

Digital forms of money are still in their early 

stages, and it is hard to check whether they 

will ever discover genuine standard presence 

in world markets. The Bitcoin group is 

endeavoring to push into the mainstream 

through advancement and taking care of old 

issues. Different types of digital money have 

just developed and have picked up 

followings of their own, and each somewhat 

unique in relation to Bitcoin and ostensibly 

as substantial. A few countries like Iceland 

                                                                                           
http://www.thehindu.com/todayspaper/tp-

national/bitcoin-affords-anonymity-in-grey-

area/article19267696.ece 
60  PwC. (2015, August). Money is no object: 

Understanding the evolving cryptocurrency market 

Retrieved from PricewaterhouseCoopers, LLP. 

Financial Services Website: 

https://www.pwc.com/us/en/financialservices/ 

publications/assets/pwc-cryptocurrency-evolution.pdf 
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have even started to begin their own national 

cryptographic forms of money (Hofman, 

2014). It is conceivable that the future holds 

a place for cryptographic money as a 

noteworthy cash arrangement, and Bitcoin 

will be instrumental in preparing for those 

monetary standards to prosper. The 

European and Latin America markets are 

detonating with Bitcoin exchanges, implying 

true legitimacy. Broad examinations ought 

to be performed on the monetary impacts of 

Bitcoin on long standing fiat money  and 

contrast the outcomes with nations that are 

starting to receive state-supported digital 

forms of money. The capacity for digital 

money to perform micro scale exchanges 

may enable it to connect an economic gap 

that conventional state supported fiat 

currency would not have the capacity to 

unravel, but rather requires a considerably 

more profound market and financial 

examination to decide. Additionally, the 

blockchain innovation that goes about as 

Bitcoin‟s spine has potential uses in 

different routes, for example, smart 

contracts (Hileman, 2016). Finally, digital 

currency is a result of utilizing cryptography 

to make a computerized property. The 

outskirts of digital property was advanced 

by the music industry‟s move to a cloud-

based framework. This outskirts is still 

genuinely new and unexplored, primarily 

populated by various kinds of media. 

Different types of digital property may 

progress toward becoming as well known as 

music and digital currency. Eight years 

prior, digital cash was totally 

incomprehensible, and the maker of Bitcoin 

without any assistance changed that. 

Cryptology, the root science underneath 

bitcoin and all cryptographic forms of 

money, might be the instrument behind the 

frontier for new and energizing digital 

developments. 

 

***** 
 


